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Internet Security

A new and effective banking Trojan has been discovered targeting online banking users in Turkey, the Czech
Republic, Portugal and the United Kingdom. It uses very credible-looking phishing campaigns, related to
trustworthy organizations, to lure victims into running the malware.

The story

In the middle of August we discovered a malware-spreading campaign in the Czech Republic. Our interest was
first kindled by the site that the malware was hosted on—a domain that passed itself off as belonging to the
Czech Postal Service—but more interesting findings followed.

Analysis of the threat revealed that we were dealing with a banking Trojan, with similar functionality and
identical goals to the infamous Zeus and SpyEye, but significant implementation differences indicated that this
was a new malware family, not a variant of a previously known Trojan.

Despite being a “new kid on the block,” it appears that Win32/Spy.Hesperbot is a very potent banking Trojan
that features common functionalities, such as keystroke logging, creation of screenshots and video capture
and setting up a remote proxy—but also includes some more advanced tricks, such as creating a hidden VNC
server on the infected system. And, of course, the banking Trojan feature list wouldn't be complete without
network traffic interception and HTML injection capabilities. Win32/Spy.Hesperbot does all this in quite a
sophisticated manner.

When comparing the Czech sample to known malware in our collection, we discovered that we had already
been detecting earlier variants generically as Win32/Agent.UXO for some time and that online banking users
in the Czech Republic weren't the only ones targeted by this malware. Banking institutions in Turkey and
Portugal were also being targeted.

The aim of the attackers is to obtain login credentials giving access to the victims' bank accounts and to get
them to install a mobile component of the malware on their Symbian, Blackberry™ or Android™ phone. Keep
reading for details on the malware spreading campaigns, their targets and for technical details on the Trojan.

The campaign’s timeline

The Czech malware-spreading campaign started on August 8, 2013. The perpetrators have registered
the domain www.ceskaposta.net, which is very close to the real website of the Czech Postal Service,
Www.ceskaposta.cz.

ceskaposta.net registry whois

Domain Name: CESKAPOSTA NET
Registrar: ENOM, INC
Whois Sermver: whois_enom.com

- .0 Count_of sections 1
Referral URL: http:/fwww enom.com W@ | symbol table 00000000[00000000]
Name Server: DNS1 REGISTRAR-SERVERS.COM 1t oticve cnalthencen !
MName Server: DNS2 REGISTRAR-SERVERS.COM 4 Eoeey yersion Slboysten version i
MName Server: DNS3 REGISTRAR-SERVERS.COM Bl | Size of init data 00050400 | Size of uninit data  DDOODOOO
Mame Server: DNS4 REGISTRAR-SERVERS.COM (|2 of imnee [ pexze ofghencen ety
MName Serl\;er DNS5 REGIS?I'RAR—SER\-ERS COM i L::"_g:n:ﬂ;';mmnf H:]’;‘ln'qgg"; ;:‘I}:y;‘l—:;r-ent
Status: clientTransferProhibited i | stack 00100000,/00001000 heap 00100000,/00001000

1 00000000 | Nu of dirs 1

-0 Checksum
ICreation Date: 07-aug-2013 | :'.:,_;

Figure 1—Registration date of ceskaposta.net Figure 2—Compilation time stamp of malware used in the Czech campaign
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The domain was registered on August 7, 2013, and the first malware Hesperbot binaries (detected as
Win32/Agent.UXO at first) distributed in the Czech Republic were compiled on the morning of August 8, 2013,
and picked up by our LiveGrid® system moments later.

It's probably not surprising that the attackers tried to lure potential victims into opening the malware by
sending phishing emails that looked like parcel tracking information from the Postal Service. This technique
has been used many times before (e.g., here and here). The file name used was zasilka.pdf.exe:"zasilka"
means mail in Czech. The link in the email showed the legitimate www.ceskaposta.cz domain while pointing
to www.ceskaposta.net, which many victims hadn't noticed. Interestingly enough, the fake domain actually
redirected to the real website when opened directly.

It should be noted that the Czech Postal Service responded very quickly by issuing a warning about the scam
on their website.
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Figure 3—Warning issued by the Czech Postal Service about the fraudulent emails
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While the Czech campaign was the one that caught our attention, the country most affected by this banking
Trojan was Turkey, and Hesperbot detections in Turkey were dated even earlier than August 8.

Recent peaks in botnet activity were observed in Turkey in July 2013, but we have also found older samples
that go back at least as far as April 2013. During the analysis of the samples we found that they were sending
debugging information to the C&C—an indicator that these variants were in the early stages of development.
Additional research revealed that Turkey has been facing Hesperbot infections for some time now.

The campaigns used in Turkey are of a similar nature to the Czech campaign. The phishing email that was sent
to potential victims purported to be an invoice (the file name is fatura in Turkish) from TTNET (the largest ISP in
Turkey). A double attachment—.PDF.EXE—was used here too. An analysis of this campaign has been published
on the website of the Turkish National Information Security Program.

Only later in our research did we find that the malware operators have shifted their sights toward Portugal.
Similarly to the Turkish campaign, the malicious files were disguised as an invoice from a local service provider
with a very large market share, Portugal Telecom.

Avariant designated to target computer users in the United Kingdom has also been found in the wild, but we
cannot provide further details about its spreading campaign at the time of writing.

In the course of our research, we also stumbled upon an additional component used by Win32/Spy.Hesperbot.
This malware, detected by ESET as Win32/Spy.Agent.OEC, harvests email addresses from the infected system
and sends them to a remote server. It is possible that these collected addresses were also targeted by the
phishing campaigns.

Targeted banks and victims

The configuration files used by the malware’'s HTTP interception and injection module specify which online
banking websites are to be targeted by each botnet.
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Figure 4—Czech banks targeted by Hesperbot Figure 5—Turkish banks targeted by Hesperbot
Portugal
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Figure 6—Portuguese banks targeted by Hesperbot
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In the case of the Turkish and Portuguese botnets, the configuration files also included web injects, i.e., pieces

of HTML code that the Trojan would insert into the banks' web pages when viewed on the infected PC. This
was not present in the Czech configuration file that we found, so probably only simple form-grabbing and
keylogging functionality were used in that instance.
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Figure 7—Malicious scripts injected into Portuguese bank website. Notice that the URL address is legitimate, including the
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The Malware

Like many other malware families, Win32/Spy.Hesperbot has a modular architecture. As the first step in
infection, the victim downloads and runs a dropper component. The dropper is also protected by a custom
malware packer and distributed in a ZIP archive.
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:/\\ﬂ\\
//P11 ishing em\a\ﬂ\

AET

zasilka.pdf.exe
(packed binary)

explorer.exe

A dropper

Figure 9—Hesperbot initial modules overview

The dropper's role is to inject the main component—"core”"—into explorer.exe. The core then downloads and
loads additional modules and plug-ins used to carry out malicious actions.

Module Function
dropper Used for injecting core into explorer.exe
core Main module, contacts C&Cand downloads plug-in modules
nethk
Modules for network traffic interception, web injects, screenshots and video
httphk :
capture. See below for details.
httpi
keylog Keylogger
hvnc Setsup a covert VNCserver
sch Auxiliary module for setting hooks
socks Used to set up a SOCKSS5 proxy server

Figure 10—Description of Win32/Spy.Hesperbot modules
The various modules are available both as x86 and x64 variants according to the host system platform.

Selected internal functions of individual modules are available for other modules to use through a virtual
method table (vtable).

We have reverse-engineered the malware components and will highlight the most interesting features in the
following paragraphs. Most malware components were compiled using Visual Studio 2010 and written in the
C programming language, but without using the C Run-Time library. While this isn't the most sophisticated
malware we've analyzed, Win32/Spy.Hesperbot can't be dismissed as amateurish.
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Main modules

Dropper
The dropper can use one of several methods for injecting the core component into the address space of
explorer.exe:

> Starting a new instance of explorer.exe and patching its entry point
using NtGetContextThread to point to its own code (written using
WriteProcessMemory). This can be done either directly or through an
intermediate attrib.exe process.

> Injecting itself into the actual explorer.exe using the elaborate Shell_TrayWwnd/
SetWindowLong/SendNotifyMessage trick used in PowerLoader and other
malware. (Aleks Matrosov has published multiple blog posts about it recently,
solwon't gointo details here.)

> Injecting itself into explorer.exe using the common approach with
CreateRemoteThread.

Interestingly, the injection method is also based on whether the cmdguard.sys (Comodo) or klif.sys (Kaspersky)
drivers are found on the system.

Core

The core module, now running in the context of explorer.exe, handles communication with the C&C server and
launching other plug-in modules. Typical malware functionality, such as writing to the Run Windows Registry
key, is also handled by core.

In order to access the C&C server, Win32/Spy.Hesperbot.A uses either a hard-coded URL (different ones were
seen in the variants used by the Czech, Turkish and Portuguese botnets) or generates new C&C URLs using a
domain generation algorithm in case the first serveris inaccessible.

The following information is sent to the command-and-control server:

> Bot name based on the computer name

> Botnet name—so far, we have seen“cz-botnet,"tr-botnet/
"‘pt-botnet,"“uk-botnet”"and"super-botnet"(usedinearly
“beta” versions)

> IP addresses of present network adapters
> Names of active smart cards

> Information about installed Hesperbot plug-ins

push ebx

push 12h

push offset aCzBotnet :; ""cz-botnet™
push L

mow eax, esi

call container_add_wvalue

Figure 11—Botnet identifier in Hesperbot code
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In return, the server can send:
> A configuration file
> Plug-in modules
> An arbitrary executable to run
> A new version of itself

Several technical details regarding the above-mentioned functionality are worth mentioning. First,

the malware is able to enumerate smart cards present in the system using the SCardEstablishContext,
SCardListReaders and SCardConnect API functions. Unlike more sophisticated attacks against smart cards
(described by Aleks here and here), Win32/Spy.Hesperbot only collects smart card names and doesn't contain
the ability to interact with them.

Second, the downloaded data (namely the configuration file and plug-in modules) is encrypted using the
Twofish cipher. The 256-bit key is a hash based on:

> Computer name

> [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion] “InstallDate”
> Windows® version

> Processor architecture (x86, x64 or 1A64)

> [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography] “MachineGuid”

> [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion]
"DigitalProductld”

For storing the downloaded data as well as other auxiliary binaries (e.g., the log created by the keylogger
module), Hesperbot uses a randomly named subdirectory under %APPDATA%.

The core module caninject itself into all running processes. Furthermore, an undocumented trick of hooking
UserNotifyProcessCreate is used when running inside csrss.exe to ensure that the Trojan’s code will be injected
into every new process.

Importantly, the core module exposes internal functions through its function vtable to other modules and
“coordinates” them. The interactions between plug-ins are clarified in the following paragraph, which describes
the network interception modules.

Network interception and web injects

Probably the most intriguing part of this malware is the way it handles network traffic interception. Other
well-known banking Trojans such as Zeus and SpyEye are able to intercept and modify HTTP and HTTPS

traffic by hooking WinSock functions (send, WSASend, etc.) and the higher-level WinInet functions
(HttpSendRequest, InternetReadFile, etc.). As the web injects, form-grabbing and other shenanigans
performed by these banking Trojans take place inside the affected browser, the method has collectively been
labeled as the "Man-in-the-Browser" attack. Win32/Spy. Hesperbot, however, takes a different approach, which
is not very common, but has, in fact, already been used by the Gataka banking Trojan. A good technical analysis
of Win32/Gataka by my colleague Jean-lan Boutin can be found here.
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The network trafficinterception and HTML injection functionality in Win32/Spy. Hesperbot is accomplished by

the plug-

in modules nethk, httphk and httpi working together.

ils nethk_vtable

nethk | TN httphk — httpi
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Figure 12—Relations between network interception modules

Here's a brief description of each module’s purpose:

> nethk: used to set up a local proxy, hook socket functions to drive connections

through the proxy and hook browser SSL certificate verification functions. Also
handles decryption and encryption of HTTPS traffic flowing through the proxy.

> httphk: used for parsing HTTP traffic intercepted by the proxy.

> httpi: used for screenshots, video capturing, form-grabbing and web injects

according to the configuration file.

Now let's take a closer look at how the modules work together and accomplish their tasks. As mentioned
above, the modules expose their functions in a vtable for other modules to use. The program flows in between
the modules as each HTTP request or response is intercepted and is ensured through callback functions.

Nethk

Nethk is the first plug-in module to be loaded by the core module. Win32/Spy.Hesperbot performs a man-in-
the-middle attack by creating a local proxy through which it directs all connections from the browser.

push
push
lea
call
mou
add

edx

offset a127_8_1_1D ; "127.8.1.1:%d"

edx, [ebp+proxy_addr]

sub_1868855%98

edx, [ebx+WSPPROC_TABLE.1pWSPStringToAddress]

esp, ®

Figure 13—Local proxy IP address in Hesperbot code
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[ swchostexe 1384 LDF 13216880123 1300 5 :

| System 4 TCP 19216880128 129 0000 n LISTEMIMG
| System 4 TCP 0.00.0 445 0000 1 LISTEMIMG
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Figure 14—Internet Explorer connected through Hesperbot proxy

To achieve this, the Trojan’s nethk module creates a proxy on a random port at the address 127.0.1.1and hooks

the following functions in mswsock.dll, the lower-level Winsock SPI library:

> WSPSocket
> WsPIoctl
> WSPConnect

> WSPCloseSocket

The pointers to these functions are modified in the WSPPROC_TABLE. To understand how the proxy redirection

works, let's look at the hooked WSPConnect function.
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1ROAA6LN hooked USPConnect proc near ; DATA XAFF: WSPSocket hooks inctallensin
10003640
STUBUIELY =
10B3ALA e
STUBUEGNY nanelen
10003640 lpcallerData
SA0AA3ALA 1pCalleebata
S10BUEEHN 1pEU0S
110003640 1pGlos
10003640 1pErrno
B LU= R

T 1NRNAGSE push ehp

2100803641 oy webp, esp

S10US6LE cnp is_WsPsocket_hooked, ©

s10ARAALN push nhx

10009648 nov ebx, [ebp+nanelen]

10U S4E push esi

10ANAALF push wdi

RT3 Aoy edi, [ebp+lpErrno]

10003653 j= short loc_10003688

S 10AA3AES mow wax, [ehpen]

HR LU= call get_caonnection

10002650 mOu esl, eaw

S 1000365F Lest eni, esi

STURU6GT jz Short loc_18UgEoss

ARARIAAT noy PCx, [POpINARe]

100036866 push edi i int

B LT TR push esi + lpParameter

:1BBRAAAR nou rax, ehy

10B0265A call conneck_to_proxy

T 10009667 add esp, 8 |

S 10ANAAT 2 L=l AKX, rax

S10BUE6 Y jz short Loc_100056As

10003676 cnp dword ptr [edi], WSAEWOULDBLOCK

S 10AAAATE j= =hurt loc_100636A8

S1UBUEGAE add esi, BFFFFFFFED

11000681 push sl : 1pRddend

10003682 cull ds i Interlockedbecrenent

JTURUEOHE

TIRARIGAR 1oc 1ARAIGAR: ; CODE XACF: hooked WSPConnects1aT]
;10003688 3 hooked_WSPConnect=217j

L 10RUI6UE noy eax, [ebpilpGuus]

10003680 nnu ook, [Fhpslpsgns]

:1080368E nowv edx, [ebp+lpCalleebata]

10003691 push edl

1003402 push wax

S10BUE6YE nowy ®ax, [ebp+lpCtallerData]

10003696 push eox

- 10AAAAD7 iy vex, [rhpenam:]

J1UBUI6YA push edx

110003690 AOY edx, [ebpis]

10803 69E push dK

S10R0I6YF push ebx

s1nRaGAN push X

J108036A1 push el

= 10BUEI6A2 call original_WSPConnect

H1AR3ANR

100036AR loc_100036A8: ; CODE XREF: hooked_WSPConnect+3aTj
1 1000I6A8 : hooked_WSPConnects3cty

duord pte ©
dword pte  OCH
dword ptr  10R
dword ptr  14nh
dword pte  18h
dword ptr  1Ch
dword ptr  20h
dword ptr  25h

Figure 15—Hooked WSPConnect API

The browser socket—when trying to connect to a secured online banking website, for example—is connected
to the proxy created by Hesperbot instead. In another thread, the legitimate connection to the website
is established.

127.0.1.1

Browser _ Bank website

PROXY

f |
Fake digital

Real certificate
certificate

httphk

Figure 16—Overview of HTTPS traffic interception via Hesperbot's proxy

Hesperbot—A new, advanced banking Trojan in the wild

1UOUE6LY ; int _ stdcall hooked WSFLonnect{SUCKET s, const struct sockaddr =name, int namelen, LFWSABUF LpCallerData, LPWSABUF lpCalleeData, LPYUS 1p5Q0s, LPQUS LpGQUS, LPLNT L1pEreno)

1



Internet Security

An httphk callback is invoked each time the proxy intercepts a request from the browser, before passing it on to
the real server. Likewise, an httphk callback is invoked each time the proxy intercepts a response from the real
server, before passing it on to the browser. The httphk module then works further with the traffic.

There's also a difference between the handling of HTTP versus HTTPS traffic. In the case of HTTP, the request

or response data is simply passed to httphk. In the case of HTTPS, nethk first “gets rid of the encryption”When
an HTTPS request from the browser is intercepted (encrypted using its own fake SSL certificate—explained
below), it is decrypted. The decrypted data is passed to httphk through the callback, encrypted using the real
certificate of the server (e.g., bank website) and then sent to the real destination. Reciprocally, when an HTTPS
response is received from the server, it's decrypted using the real certificate; the decrypted data is again passed
to httphk and then encrypted using Hesperbot's fake certificate before being passed to the browser.

In effect, through the man-in-the-middle proxy, Win32/Spy.Hesperbot can access the victim's outgoing HTTPS
communication before it's encrypted and incoming HTTPS communication after it's decrypted. The same effect
is essentially accomplished by Zeus's and SpyEye’'s MitB hooks, but this new approach is slightly stealthier.

Now, of course, this malicious proxy redirection should be given away by an invalid certificate foran HTTPS
website. The Hesperbot authors thought of this as well. The nethk module carries its own crafted, self-signed
SSL certificates, and these are substituted for legitimate certificates.

Figure 17—SSL certificates inside nethk binary

Hesperbot—A new, advanced banking Trojan in the wild
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Figure 18—Example of Hesperbot's fake certificates in use. On a clean system, Google's certificate would be displayed here,

of course.

business. Learn more

In order to trick the browser into believing that the certificate is valid and avoid the display of a warning
message, the malicious module also hooks functions responsible for certificate verification. The
implementation differs depending on the browser. The following table shows which browsers are supported

by Win32/Spy.Hesperbot and which functions are hooked:

Browser process Hooked functions

iexplore.exe
maxthon.exe

avant.exe

sleipnir.exe
webkit2webprocess.exe
browser.exe
chrome.exe
deepnet.exe

firefox.exe
seamonkey.exe

k-meleon.exe

opera.exe Functionin opera.dll

CertVerifyCertificateChainPolicyand
CertGetCertificateChainincrypt32.dll

CERT _VerifyCertificate, CERT _
VerifyCert, CERT VerifyCertificateNow,
CERT _VerifyCertNowand CERT _
VerifyCertName innss3.dll

Figure 19—Certificate verification functions hooked by Hesperbot for various browsers

Hesperbot—A new, advanced banking Trojan in the wild
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An interesting feature of the malicious code is that the authors have used hashes instead of using the browser
process names directly, so as to complicate analysis and, more importantly, to protect the malware from
signature-based AV detection.

call calc_hash

moy process_hash, eax

cmp eax, 76379A%Ah ; Firefox._exe
ja short loc_1886029BA

jz short loc_18802998

cmp eax, 537B492Fh ; iexplore.exe
ja short loc_1886299C

jz short loc_188029E4

cmp eax, 2771AAB6h ; maxthon.exe
jz short loc_188029E4

cmp eax, 30B15DB3h ; seamonkey.exe
jz short loc_108682998

cmp eax, 532A495Fh  ; K-meleon.exe
jnz short loc_188829E9

Figure 20—Code obfuscation in Win32/Spy.Hesperbot. Hashes are used instead of process names.

The figure below shows the code of the hooked CertVerifyCertificateChainPolicy.

; Attributes: bp-based frame
hooked_CertUerifyCertificateChainPolicy proc near

pszPolicy0ID= dword ptr 8
pChainContext= dword ptr BOCh
pPolicyPara= dword ptr 18h
pPolicyStatus= dword ptr 14h

push ebp
moy ebp, esp
mov eax, [ebp+pszPolicyoID]
cnp eax, CERT_CHAIN POLICY SSL
jnz short loc 18882AC2
Y h J
[ Wl e =
moy eax, [ebp+pFolicyStatus]
test eax, eax loc_18882AC2:
jz short loc_18882AB9 mov ecx, [ebp+pPolicyStatus]
| mou edx, [ebp+pPolicyPara]
push ecx
moyw ecx, [ebp+pChainContext]
push edx
push BCX
push eax
call orig_CertUerifyCertificateChainPolicy
pop ebp
retn 18h
hooked_CertUerifyCertificateChainPolicy endp
Y
"=
moy dword ptr [eax+4], ERROR_SUCCESS
A J
[

loc_10002ARB9:

nov eax, TRUE
pop ebp
retn 18h

Figure 21—Hooked Cert\VerifyCertificateChainPolicy API
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In the case of an SSL client/server chain policy verification check (other types are neglected and passed on to
the original function) the hooked function simply returns a result indicating that the policy check was passed.

Httphk

The httphk module is merely responsible for parsing the HTTP protocol data. When the httphk callback is
invoked, it parses HTTP headers and data, and fills in an internal structure. This structure will subsequently be
accessed by the httpi module.

Again, httphk exposes two callback functions for invoking httpi: httpi_request_callback and httpi_response_callback.

Httpi
This is the main module that actually carries out the modification of the HTTP data, according to the
configuration file.

When httpi_request_callback is invoked, the following actions are performed:

1. Video capture and screenshots: The module reads the configuration file and checks the request
URL. If specified in the config, video capture and/or creating screenshots is started.

2. Form grabbing: The module checks whether it's a POST request via the HTTPS scheme and if
content-type is either "application/x-www-form-urlencoded” or “text/plain.” If these conditions are
true, it's likely that the user has submitted a login form. If the configuration file specifies that the
current URL should be monitored, the data is written to a log.

When httpi_response_callback is invoked, the following happens:

3. HTML injects: First, the Trojan checks whether the HTTP response code is 200. Afterward, the
configuration file is read, and if there are web-inject entries for the responding web page, they are
inserted into the HTML content.

The figure below shows a decrypted configuration file used in the Portuguese botnet. You may notice the first
group of domains. These are ignored by httpi because they are of little interest to the bot masters. While stolen
Google or Facebook login credentials would be considered valuable to other spying malware, this shows that
the perpetrators behind Hesperbot are only interested in online-banking-related data. The targeted bank
websites are listed after those that are ignored. The rest of the configuration file contains the HTML code that's
supposed to be injected into the online banking websites.

LA T A T R A A R A TR - AR * sa [ebrows Loy . guoyle , con/ * REFARTAREARTARTM * auLoupda le . o

BN+ tacabook . com/ajax, + NN ENNERENR*  acabook . oom/all te/push/ log. php ANMENRANPEERENN . gateway . nessanger . L1ve . oom/gateway,/gataway
AR bay+* . mail . live. com* MRARATRARGAIR* . google . com/ thproxy/af/query? client—+ NRARATERARTR* . google . com/chrome-sync/command/ 7
T S N Y I s : f fwww . googleapl s . com, v i S s S EEn t tps : /S zynga . cons SR EIRIERIEEN ttps : f /translate  googleapls . comw
zynga . com* ARMARTARHARTML ttes: //mail . google. com/mail/n,/ 0/ * RERATTRA FERRA TR TR A i R R A e AR A o S A A o s fh t tos - /
banking . cgdliiias @iy SNt tps @/ focalxadirectacnline . ogd. pt/ «@Ei#caixadl rectaonline . ogol s SN SN ttps : f /www  bpinet. pt/« EEnpine tEHE
[ULH

B U LN UL WO LINU LU LN (U LI
"httpa: / /1" MW" W% P
cseriplt Lype="Llexl/javascripl”

<acr 1;t, Ty

MUl NTL] BNt tpe: f/1ind. millenniombop . pt/ * agp s S8 IRy
(TN ESET R S BRI N Y LR L o T L
= https: /0 wm I00 0 o w - u o Befjguery-1.7.1 min. js">c/scripts>

re="httpa://B" " M " W 21TV R

link rel="styleshs

="toext/javascript" ks injectus. ja"></scripe>

=="Lex L) javascript">THT bot_id = "% :
<sc.11:t, type="text/javasaript" src=" ntt,ps S _F — M'-'I H—'—'-"_F.'.F.F - CEL e e e 2oyt CE T N T T e
BCF.3DC.FEP. Foundalion. Presentalion. PreventFranefcoess = funclion() {}} cabchie) {}</scripl>RERRRHRRERARRIER RN d="6lobal " WM
style="d1splay : none " S G e T aw e o G A s (s - (s IS ALt tps : //oaixaebanking . ogd. pt/ NI ESE NN VI QTNEM - SR (I Gpm-< | o
SUREEES S o e P W i, s/ caixachanking . cgd. css" />

<£3cript types="text/javascript” z'c‘="nttps:;‘g’.ﬁi an e ohmely wom e e, "Jquery-1.7.1.min. J8">»</zoraipt>
<script type="text/javascript" src="https:// sas - shaal & g wew aw injectus.is"r</scripcyr

€£2cript Type="text/javasoript">INJ.botr id = " F BOT ID 3" :<fscriprt>

<acript type~"text/javascript" src="https: /)N el le o e Pl el o w ol o bl ol 8 el R e o B o ® ><’sc-
IR R IR S TR SR T s ¢ f /wnn Tl net . ./« R G R R i ) R
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Figure 22—Decrypted web-inject configuration file used in the Portuguese botnet
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Mobile component

It's common nowadays that banking Trojans also utilize mobile components (like ZitMo and SpitMo, for
instance) in order to bypass banks' out-of-band authentication through Mobile Transaction Authentication
Numbers (MTANS).

In the web-inject scripts that we have seen so far, the malware injects code into the website, which prompts
the user toinstall an application on their mobile phone. The victim is offered a drop-down list of phone models,
and after entering their phone number a link to download the mobile component is sent to their phone. Three
mobile platforms are supported: Android, Symbian and Blackberry.

switch (INJ.phone os type) f{

case 'android':
ate_os').text('Android 5')
ate os').text( mbian 5')

vate os').text('Blackberry 05');

Figure 23—Supported mobile platforms in web-inject JavaScript

We have analyzed the Symbian and Android versions, but haven't so far been able to obtain the Blackberry
malware. The Symbian version supports a broad range of devices, including Symbian S60 3rd edition, Symbian
S60 5th edition and the latest SymbianA3.

Both of the analyzed mobile Trojans exhibit similar functionality. First, there is an“activation procedure." The
web-inject JavaScript on the Hesperbot-infected computer generates a random “activation number," which is
displayed to the user. The user is supposed to retype the number when prompted by the mobile application.
The mobile app then displays a “response code,” which is calculated from the activation number. The user is
then asked to enter it back into the web page on their computer for verification. (The injected script contains
the same algorithm for calculating the response code as in the mobile component.) This functionality provides
the attackers with confirmation that the victim has installed the mobile component successfully and ties it
with the bot infection.

Figure 24—Screenshot of Android component - Android/Spy.Hesperbot.A
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As expected, the code, both in the Symbian and Android versions (and likely in the Blackberry version as well),
registers a service that waits for incoming SMS messages and forwards them to the attacker's phone number.
This way the attacker will get the mTAN necessary for logging into the hijacked bank account.

The mobile code also implements the attacker's ability to control the service remotely through SMS
commands.

The Android component is detected by ESET as Android/Spy.Hesperbot.A and by the Symbian version as
SymbOS9/Spy.Hesperbot.A.

Other functionality

Keylogger

The keylogger module intercepts key strokes by hooking the functions GetMessage and TranslateMessage in
user32.dll. They are then written to a log file, along with the originating process module name and window
title text. Afterward, the log gets sent to the C&C server.

Screenshots and video capture
As mentioned above, screenshots and video capture are done by the httpi module, if specified in the
configuration file.

The video capture functionality has been used by the Zeus banking Trojan spin-off Citadel and provides the
attackers with an even better overview of what's happening on the victim's screen. It's implemented using
Avifil32.dll functions AVIFileCreateStream, AVIFileMakeCompressedStream, AVIStreamWrite, etc.

push a8

lea eax, [ebp+var_38]
push eax

mov [ebp+var_24], edi
push ecx

lea edi, [esi+84h]

push edi

mov [ebp+var_308], 'sdiv’
mov [ebp+var_2C], ‘CUSH’
mou [ebp+var_ 28], 2718h
mow [ebp+var_ 1C], &4
call AVIMakeCompressedStrean
test eax, eax

Figure 25—Part of Hesperbot's video capturing code

The more common screenshot functionality is implemented using the Gdi32.dll functions BitBIt, GetDIBits, etc.

Hidden VNC

The VNC functionality has previously been used in the infamous Carberp malware. (In fact, Carberp may have
also been aninspiration to the Hesperbot creators after its source code leak.) It enables the Trojan to create a
hidden VNC server to which the attacker can remotely connect. As VNC doesn't log the user off like RDP, the
attacker can connect to the unsuspecting victim's computer while they're working. The VNC session runs in a
separate desktop (see CreateDesktop on MSDN), invisible to the user. The module also provides the attacker
with the capability to launch a browser that's installed on the host system. In this way, the attacker will also
have access to all browser-associated data (cookies, sessions, etc.).
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Conclusion

As reverse-engineers, we have been interested in Win32/Spy.Hesperbot from a technical perspective. While
inspiration from older banking Trojans is clearly suggested by certain functionalities, it appears that Hesperbot
is a new breed of malware that its author began developing in the year 2013.

The combination of man-in-the-middle network traffic interception, keylogging, creating screenshots and
video capture sequences, and a hidden VNC session all make this banking Trojan a very capable malicious
program.

And as we have witnessed, it has already been put to use in at least four countries: Turkey, the Czech Republic,
Portugal and the United Kingdom. In order to protect their hard-earned money, users are advised to stay safe

through both technical measures (updating and patching software and keeping anti-virus software up to date
with the latest detection signatures) and non-technical measures: be cautious and skeptical—for example, by

staying alert for classic phishing messages.

List of MD5s

3d71bc74007a2c63dccd244ed8albe26
ce7bcbfad4921ecd54de6336d9d5bf12
f8ef34342533da220f8e1791ced75cda
labae69a166396d1553d312bb72daf65
83b74a6d103b8197efaae5965d099cle
91c5a64e6b589ffcfe198c9c99c7d1fO
ae40a00aad152f9113bc6d6ff6f1c363
27d8098fe56410f1ac36008dbf4b323e
8a9cb1bb37354dfda3ag89263457ecebl
ff858b3c0eal4b3al68b4e4d585c4571
1243812d00f00cef8a379cb7bc6d67e7
1e1b70e5c9195b3363d8fb916fc3eb76
4cf7d77295d64488449d61e2e85ddc72
5410864a970403dae037254ea6¢c57464
64a59d4c821babb6e4c09334f89e7c2d
1f7b87d5a133b320a783b95049d83332
028a70de48cd33897affc8f91accbicd
4cc533ef8105cbec6654a3a2bc38cb55
59427cfb5aa31b48150937e70403f0db
c8ee74ada32ea9040d826206a482149¢e
d3c7d6d10cd6f3809c4ca837ba9ae2e8
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