safetica

3anobiraHHA BTpaTamMm gaHuUX
Ta ynpaBniHHA BHYTPIWHIMU PU3NKaMU
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PILWEHHA SAFETICA

Safetica nponoHye aBa pilleHHs Ans 3a40BOMEHHSA Pi3HUX NOTPED y 3axXUCTi aHUX.
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3 ypaxyBaHHAM BMICTYy

Ba3oBui 3aXUCT AaHUX:

Ta KOHTEKCTY
BusBneHHa aaHux y cTaHi
CMOKO0

Bugnmicte NOTOKY AaHMX
BuammicTb akTMBHOCTI
KOopuCTyBa4a

B €MEeKTPOHHIN noLTi,
nporpamax, Ha BebcawnTax
i 30BHILLIHIX MPUCTPOSAX
Ayaut noBeaiHku
KOpUCTYBauiB i pUsmKiB
BusBneHHs iHUnOEHTIB
06e3nekun gaHux

v PoslwupeHa nepesipka
BMICTYy 32 JOMOMOro0
TEXHOMOril ONTUYHOTo
po3ni3HaBaHHS
cumeonis (OCR)

v BUpILLEHHS iIHUMOEHTIB
6e3nekn gaHux

v' THyYKi MOMiTVKM 3aXMCTy
€MeKTPOHHOI MOoLITN
Ta 30BHILLHIX MPUCTPOIB

v" KoHTposb nporpam
Ta BebcawTiB

v Baxwuct Microsoft 365

[na oTpuMaHHa Npo6GHOI Bepcii pilleHb, po3ropTaHHs MinoTy abo y pasi HeoOXiAHOCTI HaJaHHs A04aTKOBUX pekoMeHAalil Wwoao Bubopy
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PILWLEHHA SAFETICA

Safetica nponoHye ABa pileHHs ANs 3a40BOMIEHHSA Pi3HUX NOTPED y 3axXUCTi JaHUX.

DVHKLUIT Safetica Safetica
yRid Essentials Pro
KNACUDIKALIA OAHUX

YHidikoBaHa knacudikauis Safetica — noegHye BMICT, KOHTEKCT,
TMNY annie i MOXNMBICTb BUKOPUCTOBYBATY iCHYIOYY CTOPOHHIO
Knacudikauito gaHux

BuaBneHHs gaHnx y CTaHi CroKow
oToBi WabnoHu knacudikauii gaHnx
IHTerpavis CTOPOHHIX Krnacudikauin gaHmx

BusaBneHHst KOHMIAEHUIMHMX faHuX Y dhannax 306paxeHb
3a gonomoroto OCR (TexHonorii onTMYHOro po3nisHaBaHHS CUMBONIB)
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3AMNOBIFAHHA BTPATAM OAHUX

Bugumictb nOTOKY AaHUX

BuaBneHHSs iHUMOEHTIB 3 JaHMMKU

BusaBneHHs iHUMOEHTIB B €NEKTPOHHIN NOLUTI
BuaBneHHs iIHUWMAEHTIB Ha 30BHILLHIX NPUCTPOSAX
YnpasniHHs pecypcamu gnsi 36epiraHHs AaHUX KOMMaHii

BupilweHHs iHUMaeHTiB 6e3nekn gaHumx
(cnosiweHHs kKopucmysaya, 6710Ky8aHHs, 6510Ky8aHHS
i3 3aMileHHSAM Kopucmysaya)

O 00000
O O000O0

BupilleHHs iHUMaeHTiB 6e3nekn enekTPoOHHOT NoLTH
(criosiweHHs1 Kopucmysayda, 6710Ky8aHHs1, 6r10Ky8aHHS
i3 3aMilyeHHSAM Kopucmysaya)

TiHbOBa Konia Ansa iHUWAEeHTiB 6e3neku

MepeBipka SSL ana poswwmpeHoi nigTpumku DLP

00 0 O
OO0 0 O

YnpaBsniHHs WwndpyBaHHAM BitLocker ang XopcTkmx i 3MiHHUX ANCKIB

TiNbKN NoKanbHO
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PYHKLT

YNPABJIHHA BHYTPIWWHIMKN PU3UKAMU

Ornsig akTMBHOCTI KOpUCTYyBa4a B €M1EKTPOHHII MOLWTi, MporpamMax,
Ha BeOcanTax i 30BHiLLHIX MPUCTPOSAX

Ornsag py3ukiB i NOBEAIHKM KOpUCTyBaya

Ornsag Tpadiky enekTpoHHOI NoWwTh

YnpaBniHHS aKkTUBHICTIO B Nporpamax

YnpaBniHHA akTUBHICTIO Ha BebGcanTax

YnpasniHHS 30BHILLHIMW NPUCTPOSMU

BE3MNEKA XMAPU

MoniTnkn enekTpoHHoi nowTn ana Microsoft 365 (Exchange Online)

Ornag aktmBHOCTI gaHux ans Microsoft 365
(SharePoint Online, OneDrive, Teams mouwo)

BusasneHHs iHunaeHTiB 6e3neku gaHux ansa Microsoft 365
(SharePoint Online, OneDrive, Teams mouw0)

BupileHHs iHunaeHTiB 6e3nekn gaHmx ana Microsoft 365
(SharePoint Online, OneDrive, Teams mouwo)

MigTpuMka mobinbHMX npucTtpoie ana OneDrive, Outlook,
SharePointi Teams

3BITHICTb

CnoBilLleHHs PO iHUMOEHTW B pearlbHOMY Yaci
3annaHoBi 3BiTH

3BiTK NpO ouiHKy Be3neku

3BEPIFAHHA OAHUX

36epiraHHA 3anncis gaHux y xmapi

IcTOpis KOHTEKCTY AaHuX Ans knacudikauii AaHnx
IHTEFPALII (nokanbHo)

IHTerpauia 3 Active Directory

IHTerpauis 3 SIEM

IHTerpauis aHaniTukn gaHmx (PowerBI, Tableau Towo)
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