Cina pret launpratigu DNS izmantosanu.

Kads ir rezultats?

Katrina Sataki
NIC.LV

2024.gada 12. septembri
ESET Drosibas konference



indly check the attached LOVELETTER coming from me.
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Neklikskini, Ne vissir zelts, Ceriba - mulka
kur nevajag kas spid mierinajums
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epakojums Nr. LV/2938456 ir aizturets
ctober 28, 2020, 5:27 AM

rom: latvijas pasts <infofppoolsandmore24.de> Hid

0:

Q.

Cientjamais klient,

Jusu satijuma numurs LV/2938456 gaida
nesamaksatu piegades izmaksu (EUR
2.99) del. Més esam turéjusi jusu paku
aizturety, lidz dzirdam no jums.

Piezime. Ja maksajums nav sanemts,
pasutijums tiks atgriezts sutitajam 48
stundu laika.

lzsekoSanas numurs : LV/2938456

Gaidama piegade

28

Oktobris

12:09 .

c42633314@gmail.com

iMessage
Thursday 22:22

Pazinojums no Latvijas pasta:
Jusu paku nevar piegadat
nepareizas adreses dé|. Ludzu,
atjauniniet savu adresi 24 stundu
laika, preteja gadijuma jusu prece
tiks atgriezta un nosutita atkartoti
uz jusu rekina:

https:fpasts-mypostn.com

(Ladzu, atbildiet ar "Y", péc tam
izejiet no SMS, atkartoti atveriet
SMS aktivizacijas saiti vai
nokopégjiet saiti, lai atvertu
parlukprogramma Safari.)

Jauku dienu novél Latvijas Pasta
komanda.

The sender is not in your contact list.

Report Junk
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Kasir
launpratiga
DNS
izmantosana?




* launatdra, 8%
* robottikli,
« pikskerésana, 46%
? « domeénsagroze (pharming) un
* méstules (spam), ja tas kalpo k& mehanisms citu launpratigas
DNS izmantosanas veidu izplatisanai. 44%

Avots: iQ Global

.



1. Launpratigi registrétidoména vardi

2. Kompromitétidomeéna vardi

Avots: Study on Domain Name System (DNS) abuse
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Augstaka limena doméni (ALD)
Top-Level Domains (TLD)

Jaunie gTLD

.amsterdam, .bmw, ccTLD

.cafe, .quru, .xyz ..
gTLD Av, .ee, .1It, .eu,

.CO, .me ...
.com, .net,

.0rg ...
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Jaunie gTLD

.amsterdam, .bmw, ccTLD

.cafe, .quru, .xyz ...
gTLD Sy

.com, .net,
.0rg ...

v, .ee, .It, .eu,
.CO, .me ...

ICANN akreditétas registratlras

Talakpardeveji Citas reqQistratlras




Kopéjais domeéna vardu skaits: 362,4 miljoni

170,6 + 17,2 34,6 140

miljoni

mgTLD mngTLD mccTLD

Avots: Verisign DNIB

pe




1 ho 368 doména vardiem

Avots: iQ Global
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cert@cert.lv




https://netbeacon.org/reporting/

Q Contact us & crgish

Report Abuse

n b HEHFSF?N Abuse Reporting Abuse Analysis Resources The Institute

Sharing online abuse via NetBeacon Reporter is the most impactful action you can take
because the information is delivered to the right place—the organizations that can take
action to prevent further abuse.

Get started

01

Sign Up

Sign up or login to the
NetBeacon abuse reporting
tool with your email or SSO.

02

Submit

Select the type of abuse and
share any details that might
help investigators.

03

Done

Your report will be
standardized, enriched, and
shared with the appropriate
entities for action.




Q Contact us

& engish v

Report Abuse

Abuse Reporting Abuse Analysis Resources The Institute

NETBEACON
n INSTITUTE

Anyone can Report DNS Abuse

Internet Users

Anyone that happens upon or falls victim to DNS Abuse
can and should use NetBeacon Reporter. Abuse reports are
then shared with registrars who will use the information
provided to identify and take action against online abuse.

Law Enforcement Agencies

Law enforcement officials who receive reports of online
abuse (i.e., scams, phishing attempts, spam, botnets) can
either refer complainants to NetBeacon Reporter or report
online abuse directly. Both methods will deliver the report

and flag the incident with registrars to investigate and take
action where appropriate.

Consumer Protection Agencies

NetBeacon Reporter replaces many of the ad-hoc
methods used by the agencies whose mandate includes
protecting people from certain online harms. With
NetBeacon Reporter, agencies can report DNS Abuse
knowing that the report will reach the appropriate parties
who can investigate and take action.

Internet Security Agencies

NetBeacon Reporter greatly simplifies online abuse
reporting for Internet security and threat intelligence
agencies. NetBeacon Reporter replaces numerous, often
ad-hoc processes, allowing agencies to report phishing,
spam, botnets, malware and other scams and consumer
fraud attempts to the appropriate parties.




Malicious vs. Compromised

Reporting Periods In View

Select Abuse Type
Date Range: 2022-07 to 2024-06 L
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Abuse Mitigation

Select Abuse Type

| Malware and Phishing

Date Range: 2022-07 to 2024-06

Reporting Periods In View
| Last 24 Reporting Periods
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Registrar Median Mitigation Time

I S Y - >+

Date Range: 2022-07 to 2024-06
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Péetijums: Stuady on Domain Name System (DNS) abuse

Divi «vadosie» —
41%

-jaunie ALD: visvairak «cies» no launpratigas izmantosanas

- 25% pikskerésanas un 41% launaturas vardus registréjusi
legitimi lietotaji

- Piecam registraturam 48% launpratigo registraciju

NIQ?




Péetijums: Stuady on Domain Name System (DNS) abuse

- Mitinasanas pakalpojumu sniedzé&jiem ar augstu spama
«koncentraciju» — 3000 launpratigi vardi uz 10 000 registreto vardu

- 2,5 miljoni atvertie DNS atrisinataji (resolver)

- ES valstu domeéni visdrosakie

Septini biezak

izmantotie - 76%




TLD League Table
From January 1st 2022 - Today Search league table n

Europe Oceania Americas >
Global regions Global regions Global regions Global regions Global regions Global regions
LW TLD Country Abuse rate (%) Mo. Domains
1 1 .DK DENMARK 0.0366 1,359,434
2 2 .NO NORWAY 0.0398 826,551
3 3 .Gl GIBRALTAR 0.0402 2486 v
4 4 .BE BELGIUM 0.0787 1,655929 ~
5 5 .CH SWITZERLAND 0.0816 2,503,284 ~
6 6 .MC MONACO 0.0834 3,598 w
7 7 .IE IRELAND 0.0929 311,054 ~
8 8 .NL NETHERLANDS 0.1031 6,027,494
9 9 .FI FINLAND 0.1041 528,563 w

10 10 MT MALTA 0.1070 19,631 a




TLD League Table
From January 1st 2022 - Today Search league table n

128,523

LW TLD Country Abuse rate (%) MNo. Domains
1 11 .FO FAROE ISLANDS 0.5993 6,674 v
42 42 .MK NORTH MACEDONIA 0.7284 34872 v
43 43 .U LIECHTENSTEIN 0.7476 69,821
44 44 AX ALAND ISLANDS 0.7741 4134
45 45 .RO ROMANIA 0.7879 563,524
46 46 .MD MOLDOVA 0.8187 29071
47 47 .EE ESTONIA 0.9387 159,255
48 48 .RU RUSSIAN FEDERATION 2.2262 4,894,382
49 49 .ME MONTENEGRO 2.4884 1,179,093
50 50 M ISLE OF MAN 2.7181 39,071 v

NIQ?

There is insufficient data for the following top-level domains in this region .SJ (Svalbard and Jan Mayen Islands), .VA (Holy See)
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Vai jau jasak satraukties?

28



TID2 (NIS2) 28.pants cita starpa prasa:

ALD nosaukumu registri un vienibas, kas sniedz doménu nosaukumu regqistracijas
pakalpojumus, ar pienacigu rapibu vac un uztur precizus un pilnigus doménu nosaukumu
registracijas datus.

Doménu nosaukumu registracijas datubaze jaietver vajadziga informacija, kas lautu

identificet domeénu nosaukumu turétajus un kontaktpunktus, kuri parvalda doménu

nosaukumus, un sazinaties ar tiem. Sada informacija ietver:

a) doména nosaukumu;

b) registracijas datumu;

c) registrétaja vardu un uzvardu, e-pasta adresi un talruna numury;

d) takontaktpunkta e-pasta adresiun talruna numuru, kurs parvalda doména nosaukumu,
ja tie atskiras no registrétaja e-pasta adreses un talruna numura.

ALD nosaukumu registriem un vienibam, kas sniedz doménu nosaukumu registracijas

pakalpojumus, jaievies ricibpolitikas un proceduras, tostarp verifikacijas procediras, lai
nodrosinatu, ka minétaja datubaze ir ieklauta preciza un pilniga informacija.

NIG?




Vai tagad visu atrisinasim?

CERRRE RN Ty
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Text Message
Today 20:11

Uz Jums ir sanemts jauns
lesniegums par krapsanu
facebook marketplace, lasiet
vairak par sudzibu seit: https://
elieta.lv-iesniegumi.net




Text Message
Today 20:11

Uz Jums ir sanemts jauns
lesniegums par krapsanu
facebook marketplace, lasiet
vairak par sudzibu seit: https://

elieta.lviiesniegumi.net

Izskatas gauzam ticami...




Text Message
Today 20:11

Uz Jums ir sanemts jauns
lesniegums par krapsanu
facebook marketplace, lasiet

vairak par sudzibu seit: https://
N e e e
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Jamacas un jamacal!
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Photo by Gilly on Unsplash

Paldies par
uzmanibu!

D4 DNS@NIC.LV

“k* HTTPS://WWW.NIC.LV
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