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« Timekla vai lietojumprogrammu
JAUNS ROBS . . .
S izmantosSanas vieglums paver jaunus
KIBERDROSIBA

celus sensitivu datu zaudésanai.

« Vel viens enu IT veids
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Proaktiva
datu drosibas
pasakumu
nozime

NOVERTEJUMS

PLANOSANA

IEVIESANA VIDE




Datu drosibas problemu
risinasana videja lieluma
uznemumu vide

safetica




Makonis
EnulT
Mi




DATU AIZSARDZIBAS UZDEVUMS 1:
Pareja uz
makonrisinajumiem

organizaciju lidz 2026.
7 O % gadam izmantos makona
(0] . - .
aizsardzibas pakalpojumus.

Source: Data Protection Trends 2024 Report — published by Veeam in January 2024

Ar makonglabasan
saistitie riski




DATU AIZSARDZIBAS IZAICINAJUMS
2.

Enu IT joprojam bus
drauds

7

Nesankcionétas programmatiras,
lietojumprogrammu vai iericu lietoSana
bez IT nodalas zinas vai apstiprinajuma.

we

transfer




DATU AIZSARDZIBAS IZAICINAJUMS
3.

Ml briesmas

Datu glabasana

Maksligi dati

MI launpratiga izmantoSana un uzbrukumi







DATU AIZSARDZIBAS PROBLEMA:

Ml palidzes uzraudzit
ieksnieku
apdraudejuma
darbibas




DATU AIZSARDZIBAS PROBLEMA:

Ml palidzes uzraudzit iekseja
apdraudejuma darbibas

Qe

L @

Darbibas efektivitate Agrina atklasana

\

Agrina atklasana Uzlabots reakcijas
laiks
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INTEGRETA Datu zudumu novér$anas un
iekséeja riska parvaldibas risinajums

Konfidencialu datu atklasana,
klasificeSana un aizsardziba.

analizet lietotaju uzvedibu, lai
noverstu riskus




DLP kontrole ar ieskatu uzvediba analize, lai
proaktivi noverstu iek$éjas informacijas
nopludi pa nesankcionetiem kanaliem, ko
izraisijusi ieksejie lietotaji.

Sensitivu datu aizsardziba
GenAl rikos un tuvakaja
nakotne Safetica izmantos
: ’ maksligo intelektu, lai
datu allzsardzk[[buﬁg(; automatizetu riska
ga apumnékgnim novertésanu un aizsardzibu.

safetica

Risinajums sakotnéji
tika izstradats darbam
makoni, paplasina




Risinajuma Izvietosanas
pakalpojumi

TIRGUS VADOSO
GLOBALO
ATBALSTU

4.9 in Gartner Peer Insights for Integration & Deployment

Atbalsta stundas

Veselibas parbaude




Vai esat sutijis failus, izmantojot
Whatsapp Web?

!

Strategic Clients.xlsx
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Vislielako risku organizacijam
joprojam rada launpratiga
ieksejas informacijas
izmantosana un tas noplude



Fuente: 2023 Report, Insider Threat. Cybersecurity Insiders.
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uznémumu pédejo 12 ménesu
laika ir cietusSi no iekSejiem
uzbrukumiem.



saskarusies ar iekséjas
informacijas launpratigas
izmantoSanas gadijumiem, ko
izraisijis nolaidigs darbinieks



Fuente: Tessian, The state of DLP, 2022

darbinieku atzina, ka ir
nosutijusi informaciju
nepareizai personai.




Fuente: Verizon 2021 Data Breach Investigations Report

459,

arbinieku, aizejot no darba,
panem lidzi ar darbu saistitus
datus.




Ka Safetica palidz Jums?

safetica ONE

ATKLASANA

Data

Data

LR Whole company B Last 30 days -+ Add fitter
Apps

Websites Users by data policy violations Audited events O Blocked events A Data size E

Violations 243 50 1.6 GB

Policies Events by data classification @ Finance @ Personal @ Healthcare

Data classification

Show more

APM A iB A Data destinations : I I
= _|| 1l

Users
0 File 2 Data clas. J Action % Policy 3 Destination [J Operation B Time

Devices =
Employee Salaries.pdf E Block Sent via email Dec 13, 2023

—
Product Designs.pn . | y I i Dec 13, 202
IZPETE T s ‘ b il

Health Reports.wad R Block 1 Sent via email Dec 13, 2023

Company Revenue.w3x F Block Sent via email Dec 13, 2023




Ka Safetica palidz Jums?

Visu veidu konfidencialo datu atklasana

Ar Safetica Unified Classification varat atklat un aizsargat datus, pamatojoties uz saturu, izcelsmi, faila
tipu un pat treSo pusu klasifikaciju.

Data Classification

IF THE FILE CONTAINS
Ru‘es 0:'; Predefined Algorithms
@ This data classification will be applied @ Keyword
] to files that match ANY of the rules. 4; Regex

IF THE FILE WAS TRANSFERRED FROM

@ App category
[ File path

(:e.:! Website

IF THE FILE TYPE IS

E? File type




Ka Safetica palidz Jums?

Samazinat viltus pozitivu rezultatu skaitu

R o Lai precizak klasificétu datus, Safetica apvieno satura analizi un izpratni par kontekstu - no kurienes
A T K L A S A N A dati ir ieguti un kur tie ir bijusi.

File Origin

- File Content
File Type
A [ Y




Ka Safetica palidz Jums?

/File sharing and social media Email Internet
@ we X Q| & @ B O
Send WeTransfer X Facebook Webmail | POP3 / HTTP FTP| P2P
\Anywhere IMAP | SMTP HTTPS FTPS
Cloud Connections
OneDrive | Dropbox - *
Google Drive | Box | Bluetooth
\Sharepoint ) J
S e A\
Microsoft 365 S .
] —_ Media
Exchange Online -
SharePoint Online rinters
\_ J
Instant messaging Removable storage Operations )
[*] S |
O Q || F [ N
USB | Memory cards
Teams Skype Slack Zoom Google Meet | Copyand Paste  Screen capture

External drives | Optical discs Dragand Drop

J/




Ka Safetica palidz Jums?

File Home Send / Receive View Help
[ New Email ~ | [i] Delete ~ [=] Archive [ Move~ | <) Reply <) ReplyAl —> Forward | Ef§ SharetoTeams | i Movets:?  ~ | £ Unread/Read BB~ M~ [~ | search Peoole
<
 Favorites Focused  Other By Date v 1 Sensitive medical records - Ana Carr
Inbox i ~ Today
Sent ltems Safetica One
) Safetica One To Safetica One
Drafts Sensitive medical records 12:34 PM
- b Hello everyone, This email Ana_Carr.pdf o
283 KB
‘v safetica.presentation@safe... Hello everyone,
Inbox i
Drafts This email contains sensitive medical information about patient Ana Carr. Internal use only.
Sent ltems
Best regards,
Deleted Items 258
Archive
> Conversation History
Junk Email
Qutbox
RSS Feeds
Sent
Trash
> Search Folders
 Groups.
You have not joined any groups...
= R

All folders are up to date.

Items: 1 Unread: 1

cal i o X
B ¥ A) ReadAloud | 5%~ | B | ® msights | -+
€3 Reply | € ReplyAll | — Forward
Wed 9/15/2021 12:34 PM
Connected to: Microsoft Exchange L@ Display Settings [0 = 1 oo
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imbotjs & X
Search Solution Explorer (Ctri+;

elligibleTokens = meetThreshold 3 Solution ‘Solution1* (0 projects)

.map(({ symbol }) => accountBalances.find(t => t.symbol == 'Fu${symbol.slice(®, 1)}°))
.filter(b => !!b)
-Filter(({ amount }) amount > @

(!elligibleTokens.length) {
console.log( " ${yellow(

, yellow(rawAccountBalances.join(", ")));

depositables = elligibleTokens
.map(({ amount, symbol }) => {
max = Configs.maxDeposit.find(t => t.symbol == symbol);
{ amount: Math.min(amount, (max && max.amount) || Infinity), symbol };
13}
.map(
({ amount, symbol }) =>
amount . toLocaleString(
useGrouping: -
minimumFractionDigits:
maximumFractionDigits:
) symbol
);

delay = _.round(_.random(delayMin, delayMax,

console.log( '\t g ${yellow(depositables.join(", ")) after a ${Math.round(delay)}s
actions = [makeDepositAction(account, depositables)];

waitFor(delay);
transact({ account, privKeys: [privKeyl, actions });

runTasks(account, privKey) {
depositTokens(account, privKey);

Protect the company's source code
from leaking to ChatGPT
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View

B I L B o8 8- [Z~ | b B Al Readaloud | (& | &

Focused Other ByDate v 1

v Today drmike@medicalclinic.com

9 Educate users with

i?n’:t":]e ﬁ:ﬁ:ﬁ?«gr 1234 P send e ops .

|zl notifications to work
securely with data.

W Sensitrve medical records

Ana_Carr.pé

- 33 K
@ Email was blocked

1 Microsoht Outiook
From: Safetica One B3 rw
sent: Wednesday, §
To: Sofetica One <
Subject: Sensitive n

Sensitive medical records - Ana Carr

&0 dr.mike@®medicalchnic com

] Ana Compd!

.

Hello everyone,

sensitive emall can’t be sent to some of the recipients and was blocked by your comparvy

This emaill contains

ecurity pal
y Y

Best regords, Thi

sction was kegged

y override the blocked action, select reason and explair

Select reason

* Enter at least 20 characters
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[ malta_roof_don-drysdale_construction....

Details Classification

File details
File type

Size

Actions taken by policies in the last 7 days (11)

Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 via Email

& Nopolicy & Block

"I, administrator, allow this!”

Rebekah Rice transferred 9 sensitive files to facebook.com

% Mopolicy @ Block

Rebekah Rice transferred malta_roof_don-
drysdale_construction.woff2 to Dropbox

% Mo policy @ EBlock

Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 to Skype

% Mopolicy @ Block

Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 to Skype

A Nopolicy & Block

Show more

All actions taken to protect this file ~

Unknown

632.8 kB

Jan 21, 2024, 1:4%:35 PM

Jan 21, 2024, 11:49:35 AM

Jan 21, 2024, B:59:35 AM

Jan 20, 2024, 11:59:39 PM

Jan 20, 2024, 11:59:38 PM
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safetica

ir integréts datu zudumu noversanas (DLP)
un ieksejas informacijas riska parvaldibas
(IRM) risinajums.

Atklat un analizet lietotaju uzvedibu,
lai mazinatu ieksejas informacijas
lietotaju raditos riskus.

Lietotaja izglitoSana, izmantojot
bridinajumus

DATU ZUDUMU
NOVERSANA

IEKSEJAS
INFORMACIJAS
RISKA
PARVALDIBA




Kas Safetica atskir no konkurentiem

ﬂ

f

\

Més apvienojam satura parbaudi
ar konteksta izpratni, lai
precizi atklat sensitivus datus

v' Samazinats viltus pozitivu rezultatu
skaits

v’ Safetica vienota klasifikacija

Mes bagatinam DLP kontroli ar
ieskatu par uzvedibu, lai
precizi konstatéet iekSejas
drosSibas riskus

v Uz lietotaja nodomu balstita

v Proaktiva pieeja

Mes nodroSinam centralizétu
konsoli un vienotu patiesibas
avotu, lai
viegli istenot politikas un

izmeklet incidentus
v Intuitiva lietotaja saskarne

v Vienkarsots izvietoSanas process
v Viegla iestatiSana ar ieprieks

definetam politikam




safetica - visapasaule

3 g 1M+

PROTECTED USERS
’ EMEA

NORTH AMERICA

ASIA

R 120+

COUNTRIES

SOUTH AMERICA

® 90+

SECURITY
EVANGELISTS
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O SoftwareReviews Data Quadrant
9.2

PRODUCT FEATURES AND SATISFACTION

g Safetica
[

VENDOR EXPERIENCE AND CAPABILITIES

' CHAMPION

DATA LOSS
PREVENTION

*
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G2 Grid® para Data Loss Prevention (DLP) Software

Contenders

Leaders

4 N
;’Jr A
4
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|l W safetica
A Vv
\>
- ///
Niche High Performers
Satisfaction

G2 Grid® Scoring

aouasald 19IeN

Safetica earned 17 new badges
In the G2 2024 Spring Awards

Leader Leader Leader
2024 2024 EBRRN



Gartner
Peer Insights..

PRODUCT INTEGRATION & EVALUATION &
CAPABILITIES DEPLOYMENT CONTRACTING

s Bm Microsoft
S Bm Microsoft B@ Microsoft g

B e B o
rorcepoint @ BROADCOM' rorcepoint . PROTECTOR
TrelixX rorcepoint @ BROADCOM @ BROADCOM' TrelliX
TrelliX
FORTRA FORTRA

FORTRA

SERVICE &
SUPPORT

. ENDPOINT
BB Microsoft S . PROTECTOR

© BROADCOM’

rorcepoint

TrelliX

FORTRA

as of January 2024

OVERALL
RATING

4.9

9 B Microsoft 4.8

ENDPOINT
PROTECTOR

4.7

4.6
4.5

rorcepoint @ BROADCOM 4 4

TreliX

FORTRA

4.3
4.2



Drosibas Audits

AUDITED DATA
- 4GBofdata
- 1,012 file operations
- 1,000 files
- 433 outgoing files

AUDITED ENVIRONMENT
- 179 user accounts
- 0 devices with Safetica
- 28 devices in total
- 76 Safetica admin accounts

When were sensitive files sent?

File count
amEEEHE"EﬁEE

i
@!ﬂn -,11""‘1 el‘ln -;.oh‘ﬂ'ﬁ ga.i“"’p 11‘1'-“J

What data classifications
did files have?

Fersonal I
Heslthcare
Finance I

i} 2 4 &
File count

— Ermail
—— WebMal
— ExtemUsh
e [N DI
Moty
.ﬂ@,.n' ‘L._Jlﬁ'ﬁ.n
What were the most
common [ activities?

Firefox (firefoxexe) I —

£4.239.246.45

WLC media player... I
AutoCAD (acad.exe]

1] 20 40 &0 & 100
Duration [hours]

datiir
paklauti riskam




Drosibas Audits

FILES UPLOADED TO THE WEB

Uploading files to the web is a popular way for users to share larger files that can’t be sent
as emall attachments. It is, therefore, important to create policles for web upload.

Company files uploaded to public websites can be instantly downloaded by strangers and thus
you may lose control of them.

a There was an attempt to transfer 3 files not identified as sensitive to web upload. — ® ® —
Your policies blocked these file transfers. Velatles u z z I nat
- o —
When were files sent? val 'usu

File count
=
wm

1
0.5 /\ S
0
L 1o o Lo e Ty pat* pe?
1E.|'3_|.I" 0 " 1;)-'\_1 _)m\_..-" GI’I'@‘\. o el \‘\,IO"' “:__’-I-:.‘\.
Where were the files sent? Who sent the most sensitive
files?
zend.file.com _
o5 1 15 2 25 o 1 2 3 4

(=]

\ File count File count /




Drosibas Audits

ANALYSIS OF APPLICATION USAGE

Understanding which applications users use helps companies discover where
there are security risks and how expensive licenses are used.

Clearly defined rules for using applications increase company security.

o You have blocked risky applications so that they cannot be used by users.

How did users use their work
time?

Web browser I
Media software  IEEEEG—G—
CAD software I
Windows IS
a 50 100 150

Duration [hours]

Show detailed records in Safetica.

RECOMMENDATIONS

What were the most commaon
activities?

Firefox (firefoxexe) I
VLC media player_.. I
AutoCAD (acad.exe)] I
Windows Explorer... I
0 20 40 &0 B0 100
Duration [hours]

- Check which applications are used. Evaluate If application categories need to be

medified.

- Setapplication policies to prevent the use of risky or harmful applications.

- Setregularautomated reports about how applications are used.

Velaties uzzinat

vai Jusu




WEEK 1

WEEK 4 Deploy'ment and
Aizsardziba sakas
tagad T U -
A  WEEK?2

WEEK 3

Extracting data for
report creation

DLP settings for local
or network files



atklasana
aizsardziba

Datu atklasana un Datu zudumu
klasificéeSana noversana riska parvaldiba

safetica

Makona drosiba
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Paldies!
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