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Celvedis uz drosu digitalo teritoriju uznémumam
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Kas ir Women4Cyber Latvia?
e veidot stipru kiberdroSibas kopienu
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Kapéc nepiecieSama kopiena?

~

e Tikai 17% no visa kiberdrosSibas darba
spéka EU ir sievietes

e Sobrid EU pietrakst ~350 000
kiberdroSibas sepcialistu

e 2025. gada pasaulé pietriks 3.5 miljonu

5 kiberdrosibas specialistu*
SAMAZINAT KIBERDROSIBAS DARBASPEKA TRUKUMU

*Closing the cybersecurity skills gap — Microsoft expands efforts to 23 countries



https://blogs.microsoft.com/blog/2022/03/23/closing-the-cybersecurity-skills-gap-microsoft-expands-efforts-to-23-countries/
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* Empowering Women to Work in Cybersecurity Is a Win-Win



https://www.bcg.com/publications/2022/empowering-women-to-work-in-cybersecurity-is-a-win-win
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Kiberdrosibas vajas puses uznémumos

e Nepietiekama darbinieku apmaciba

e Novecojusi programmatira un sistémas 9 50/

e Vaja parole

of cybersecurity
breaches are due
e Nesezonétas tehnologijas to human error

e Nestrukturéta datu parvaldiba
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LATVIA

Darbinieki ka kiberdrosSibas riski
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Target Corporation's cyberattack 2013

e Phishing email

e Vairak ka 70 miljoniem kreditkartes
datu noplade

e 18,5 miljoni ASV dolaru, lai
apmierinatu prasibu
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Yahoo datu noplade hakeru uzbrukumu rezultata
2013, 2014, 2016

AAAAAA

e Darbinieku apmacibas trikums un
droSibas politiku neievéroSana
veicinaja datu zudumu

e |etekméja vairak neka 500 miljonus
lietotaju kontu

e 117,5 miljonu dolaru izligumustiesas
prava, 35 miljonu dolaru soda nauda




W&MEN
4CYBER

AAAAAA

Ubiquiti Networks uzbrukums 2015

e Socialas inZenierijas rezultata
(“CEO fraud” or “business email compromise”)

e Nozagtii 46,7 miljonus ASV dolari
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Ubiquiti Networks uzbrukums 2021

e DbijuSa darbinieka nesankcionéta
pieklave AWS serveriem un GitHub
kratuvém

e 16 miljonu personu sensetivie dati tika
ieteikméti
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Kas pastiprina kiberdrosSibas parkapuma varbatibu?

e Neuzmaniba

e NesaistiSana ar sevi

e Vadibas atbalsta trikums

e Zems “employee awerness [imenis” par IT droSibas
riskiem

e Ignorance, "ar mani tas tacu nenotiks" vai "nu jas
security jau vienmér parspiléjat" attieksme

e Pieredzes trikums (vienkarSa nezinasana)

e NevéléSanas sekot l1dzi tendencém un pielagoties
(pieredzéjusie specialisti)
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leteikumi un padomi kiberdrosibas uzlabosanai

e Regularas un pielagotas kiberdroSibas apmacibas darbiniekiem
e Skaidri noteikumi un procediras
e Parolu vadibas politika

e Datnu piekluves kontrole

e Regularas droSibas parbaudes
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EUROPEAN CYBER SECURITY ORGANISATION

LATVIA

Klasti par Women4Cyber Latvia partneri
un sekme kiberdrosibas nozares izaugsmi!
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LATVIA

Paldiespar uzmanibu!

Jautajumi?

ANNA BADAEVA | Women4Cyber Latvia
anna.badaeva@w4clatvia.com



mailto:anna.badaeva@w4clatvia.com
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