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p Al and automation reducing breach costs — Week in security with Tony
Anscombe [
Organizations that leveraged Al and automation in security prevention cut the cost
of a data breach by §2.22 million compared to those that didn't deploy these
technologies

2024-07-31 09:00

P The cyberthreat that drives businesses towards cyber risk insurance ]
Many smaller organizations are tumming to cyber risk insurance, both to protect
against the cost of a cyber incident and to use the extensive post-incident services

that insurers provide

2024-07-26 11:57

p Telegram for Android hit by a zero-day exploit — Week in security with Tony

Anscombe [

Attackers abusing the "EvilVideo" vulnerability could share malicious Android
payloads via Telegram channels, groups, and chats, all while making them appear as
legitimate multimedia files
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P Beware of fake Al tools masking very real malware threats [}
Ever attuned to the latest trends, cybercniminals distribute malicious tools that pose
as ChatGPT, Midjourney and other generative Al assistants
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p APT Activity Report Q4 2023-(1 2024: |I-500N, FishMonger, and MuddyWater
=
The I-S00M data leak has allowed us to identify FishMonger, a group notonious for
the cyberattacks against Hong Kong universities back in 2019, as I-500N. This

contractor also developed a platform for tracking gambling activity, linking the ..

2024-01-31 10:00

P Threat Report H2 2023: ChatGPT, the MOVEit hack, and Pandora [
In 2023, ESET detected over 675,000 attempts to access malicious domains abusing
the popularity of ChatGPT; some offer bring-your-own-key web apps that can steal

OpenAl APl keys. Apart from Al, in H2 the Cl0p ransomware gang exploited MOVEi...
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} Neanderthals, Mammoths and Telekopye [
In this episcde, ESET researchers Radek Jizba and Jakub Souéek talk about the
dynamics within and between various Neanderthal groups, the technigques that this
horde of scammers uses to find the best Mammeoths, and especially about ..
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P Threat Report H1 2023: Sextortion, usury and brute-force =
In H1 2023, intrusion vectors were closing left and right. This forced many

cybercriminals to search for alternative ways to compromise devices of their victims.
While some of the attackers tried revisiting old routes such as brute-forcing MS 50...
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ESET Threat Report H1 2024

ESET Research & X
Although we have observed two notable LockBit campaigns in
H1 2024, these were the result of non-LockBit gangs using the
LockBit builder leaked in September 2022. 2/3

ESET Research & X
#ESETResearch telemetry comoborates that the #LockEit gang,
formerly the leading #ransomware threat, has been struggling

to survive ever since Operation Chronos, a global disruption
conducted by law enforcement in February 2024. 1/3
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Although we have observed two notable LockBit campaigns in
H1 2024, these were the result of non-LockBit gangs using the
LockBit builder leaked in September 2022. 2/3
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#ESETResearch telemetry corroborates that the #LockEit gang,
formerly the leading #ransomware threat, has been struggling
to survive ever since Operation Chronos, a global disruption
conducted by law enforcement in February 2024. 1/3
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SIEMs - Security Information and Event Management

SOARs — Security Orchestration, Automation and Response
TIPs — Threat Intelligence Platforms

TAXII Feeds

Available: APT loC | Active Available: Botnet - Available: Botnet - Available: Botnet
C&C Target feed

Available: Domain Available: IP feed N Available: Malicious
feed file feed
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&) Coming soon: Android
infostealer feed

Feed could be viewed as sub-set of Android
threats. It contain targeted information about
current and prevalent Android infostealer
samples and associated data. Provided data
helps you understand which Android
infostealer families are being seen in the wild
and enables you to proactively block them
before they can cause any harm. The feed Is

created from ESET telemetry sources near
real-time, deduplication happens every 24
hours

5] Coming soon:
Phishing URL feed

Feed contain information about current and
prevalent phishing URLs and associated data.
The feed is created from all ESET phishing
URL sources near real-time, deduplication
happens every 24 |‘|!“LJ"5 Phishing URL
redirect recipients to a fake website and
coerce them into divulging sensitive data
such as login credentials or financial
information. The website will look

r-:chrtnh y familiar and legit, but its aim is to
misuse your trust by “fishing” for personal
information a malicious actor can use for
nefarious purposes.

Coming soon: Android
threats feed

This feed provides real-time information on
the currently prevalent Android threats, as
well as their characteristics and 10Cs. The
feed helps you understand which Android
threats are being seen in the wild and
enables you to proactively block them before
they can cause any harm. The feed is created
from ESET telemetry sources near real-time,
deduplication happens every 24 hours.

5] Coming soon:
Ransomware feed

|“|q| vare th tr“lma‘“".' bl“u:{ access to
the victim's personal data unless a ransom is
naid. The feed contain information about
current and prevalent ransomware samples
and associated data. Provided data helps you
understand which ransomware families are
being seen in the wild and enables you to
oroactively block th-| 1 before they can cause
v harm. The feed is created from ESET
t~|-n*“ ry sources near real-time,
deduplication happens every 24 hours

5] Coming soon:
Cryptoscam feed

Feed could be viewed as sub-set of scam
domains and URLs. It contain targeted
information about current and prevalent
crypto scam domains and URLs and
associated data. The feed is created from all
ESET domain and URL sources near
deduplication h-rren:. n:;n:r, 24 hours.

Crypto scams refer to any fraudulent practice

||". 'he cry p':ch rrency s hace ain*ﬁ.l at tri’king

d55CT5 Or 52N EITI\E' rlf-glﬂ‘JtIDI'l

5] Coming soon: Scam
URL feed

The feed contain information about current
:m:J prevalent scam URLs and associated
data. It includes, but is not limited to
‘|:‘|L.JM.I:|.: electronic shops, ||.1ect|“1“ nt
scams, dating and cryptocurrency scam Thr.
feed is created from all ESET URL sources
near real-time, deduplication happens even
24 hours

real-time,

5 Coming soon:
Malicious email
attachments feed

Email still remain as one of top attack vectors
for adversaries. Feed contain information
about current and prevalent malicious emai
attachments and associated data. The feed is
created from ESET telemetry sources foc uc~d
on 2T:il scanning (both client and server)
near real-time, :ierl||“|'"'“r. happens every
24 hours.

Coming soon: SMS
scam feed

ed contain tqrr eted information about
rent and prevalent sms scam domains and

s and assoc :It d data. The feed is

reated from all ESET domain and URL

ources near real-time, deduplication

pens every 24 hours. As SMS scam could

een fake mobile text messages to stea

::IPF_-D"_| nformation and money and commit

.

I"|ZI
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Victimology / Business verticals

Aerospace, military, and defense companies.

Infection vector

MNTA

Post-compromise activity

MNTA

loCs

Operation In{ter)ception

Date 2021-04-07 00:08:38

MD5 2CBE@BEA@35DB9240CEB338CFIEATFEG

SHA-1 9ASB7F11184156FPDFAFB7827EC12E5C2300CAEE

SHA-256 ABBECBCC594D3696952E98FA15CCD733EBC2777554892E8C15694334274E5B98
Filename C.exe

Description Stage 1 loader.

+ L | . T s T A . .
nttps://rRenot. com| . jar/FUbs /menus. 1pq

iy gl (N ety iyl SRS My i gl cH eyl gl

https://www.meisami[ . Jnet/css/search.css
C&C i - ] ) o
https://www.sfaonweb[.]com/pdf/{A76E7D@1-6BAF-4FE4-98E@- . pdf
https://amon-werbeartikel[. [de/Media/Uploaded/chrisen. png
Detection Win64/Interception.G

PE compilation

timestamp 2020-02-04 18:01:33 (Timestomped)

#Attr. #Corr. Date

2024- AFT- Rebuilding a Zero-day -
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Victimology / Business verticals

Aerospace, military, and defense companies.

Infection vector

MNTA

Post-compromise activity

MNTA

loCs

Operation In{ter)ception

Date

MD5

SHA-1
SHA-256

Filename

Description

C&C

Detection

PE compilation
timestamp

2021-04-07 00:08:38

ZCBEBBEAB3SDES248CEBI3ECFOEATFES

Lad

OABB7F11184156FBDFAFB7E27ECI12ESC230BC4EE
48B6CBCCS94D3696952E90FA15CCD/33EBC2777554892ER8C15694334274E5B58

cC.exe

Stage 1 loader.

https://kehot.com(. Jar/Pubs/menus. jpq

https://www.meisami|. Jnet/css/search.css

https://www.sfaonweb[.]com/pdf/{A76E7D81-6BAF-4FE4-98E®- . pdf

https://amon-werbeartikelf.

1ttps://amon-werbeartikel[. Jde/Media/Uploaded/chrisen. png

&

Win64/Interception.G

2020-02-04 18:01:33 (Timestomped)

Sends commands
to the webshell via HTTP.

Browsing over Surfshark VPN

&

furia Operator

I

The operator uploads
commands and
downloads data from
the OneDrive account

AP
 Execute g
TurlaChopper
webshell
[ Execute J

Malicious
PoweShell
scripts

[N

DLL

—2 Malicious.NET

DLLs

[
£ &

SSCM server WSUS server

Vindows server

-

EXE

NETVulture
backdoor

L J

Compromised Microsoft Exchange OWA server

OneDrive account

B

.

Receive
commands

Send
data




Victimology / Business verticals
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Aerospace, military, and defense companies.

Infection vector

MNTA

Post-compromise activity

MNTA

loCs

Operation In{ter)ception

Date

MD5

SHA-1
SHA-256

Filename

Description

C&C

Detection

PE compilation
timestamp

2021-04-07 00:08:38

2CBEGBEAB3SDBS24BCEB3I3BCFOEATFEG
OABB7F11184156FBDFAFB7E27ECI12ESC230BC4EE
40B6CBCCS94D3696952E90FA1SCCD/33EBC2T7 755489 2EBC15694334274E585
C.exe

Stage 1 loader.

https://kehot.com[. Jar/Pubs/menus. jpg

https://www.meisami[ . Jnet/css/search.css
https://www.sfaonweb[.]com/pdf/{A76E7D81-6BAF-4FE4-98EB- . pdf
https://amon-werbeartikel[. [de/Media/Uploaded/chrisen.png

Win64/Interception.G

2020-02-04 18:01:33 (Timestomped)

3 ESET Threat Intelligence reports

CAMPAIGNS

~

TLP: AMBER+STRICT

In general, all campaigns followed a similar scenario. The targeted company received an email message with a
business offer that could be as simple as "Please provide your best price offer for the attached order no. 24050737,
as can be seen in Figure 2.

Dzien

dobry

Prosimy o przedstawienie najlepszej oferty cenowej dla zataczonego zamowienia nr 2405073.

Poczekaj na szybka odpowiedz

Dziekuje.

Robert [IENGEG

Company logo

Robert I

Menedzer zakupdw

mobile: +45 [N

. P

WWW




Starting from 2023-09, when the new
key surfaced, as shown in Table 4. The first,
the second,

As this cluster targeted Poland with lure related to the Polish parliamentary election in 2023-10, it might have
switched to target the upcoming Lithuanian presidential election in 2024-05.

Countries

Ukraine

Ukraine

Poland

Ukraine

Ukraine

Ukraine

Poland, Lithuania

was released, two main clusters reusing the same public
, 1S targeting only Ukraine, and
, seems to have switched from targeting Poland to Lithuania.

THREAT INTELL |

First seen

2023-01

2023-04

2023-05

2023-06

2023-08

2023-08

2023-09

Last seen

2023-

2023-

2023-

2023-

2023-

2024-

2024-

-

TLP: AMBER+STRICT

"he targeted company received an email message with a
de your best price offer for the attoched order no. 24050737,

:nowe] dla zataczonego zamowienia nr 2405073,



@) ESET Al Advisor .

THREAT INTELL R

Countries First seen
Ukraine 2023-01
' How can ESET Al Advisor assist you
Ukraine 2023-04 today?
Poland 2023-05
L . S i In er defense measures are
DWW has The Lazaris grotp evelves =ffective against APT10's recent
cyber-attack strategies in the past year? “activities?
Ukraine 2023-06 .
Ukraine 2023-08
T hich APT gro are known f
- c,-“.-:_h:.:_._ _,.h:_a,l.:_:;:;”::_l _I-,_;,_:-.:__r'__l___ill_-\._. Loy _-'-:_ .C;.lz arfare .EI'|:|_'."3'. =
Ukraine 2023-09 groups in the healthcare secto their latest operations
Poland, Lithuania 2023-09
Starting from 2023-09, when the new was released, two main clusters reusing
key surfaced, as shown in Table 4. The first, , IS targeting
the second, , seems to have switched from targeting Pola
As this cluster targeted Poland with lure related to the Polish parliamentary election in 2023-1C B
switched to target the upcoming Lithuanian presidential election in 2024-05. o e e




ESET Research: Spy group exploits WPS Office zero day;
analysis uncovers a second vulnerability

¢ South Korea-aligned advanced persistent threat group APT-C-60 weaponized a remote code execution

vulnerability in WPS Office for Windows (CVE-2024-7262) in order to target East Asian countries. ESET

Research discovered the vulnerability and provides a root cause analysis, along with a description of its

weaponization.
e A strange spreadsheet document referencing one of the group’s many downloader components pointed

to APT-C-60. SET Al Advisor assist you
e The exploit is deceptive enough to trick users into clicking on a legitimate-looking spreadsheet while also today?

being very effective and reliable. The choice of the MHTML file format allowed the attackers to turn a code

execution vulnerability into a remote one. |
¢ While analyzing the vulnerability, ESET Research discovered another way to exploit it (CVE-2024-7263). o effective against APT10's recent
¢ Following our coordinated vulnerability disclosure policy, as Kingsoft acknowledged and patched both -

What cyber defense measures are

vulnerabilities, we provide a detailed analysis.

T B RN R W W N e B T M e el T

— o . . Which APT groups are known for
What are the emerging threats from APT conducting cvber warfare. and what are
Ukraine 2023-09 groups in the healthcare sector? their latest operations?
Poland, Lithuania 2023-09
Starting from 2023-09, when the new was released, two main clusters reusing
key surfaced, as shown in Table 4. The first, , is targeting
the second, , seems to have switched from targeting Pola
As this cluster targeted Poland with lure related to the Polish parliamentary election in 2023-1C
. . . . . . . . Ask anything regarding APT reports or WeliveSecurity
switched to target the upcoming Lithuanian presidential election in 2024-05. T e e




ESET Research: Spy group exploits WPS Office zero day;
analysis uncovers a second vulnerability

e South Korea-aligned advanced

vulnerability in WPS Office for ~ Overview of the exploit’s control flow.
Research discovered the vulne | e
weaponization. '
l Spreadsheet
e A strange spreadsheet docume | waw: 22020 ¥ e e e :
|

to APT-C-60.
e The exploit is deceptive enoug

being very effective and reliabls APT-C-60's
execution vulnerability intoarc HEET 1 00000 e e e e - - - 1 downloader
. . . e component

¢ While analyzing the vulnerabili A

starts

e Following our coordinated vul
vulnerabilities, we provide a de

|
wps.exe

decoy image /qingbangong <URL>

( obscuring URL

|

|

|

|

|

|

|

|

!

|

|

!

decodes and loads |

ISCefServicePath |

parses <URL> fServ at :
parameters and |
starts ,
|

|

|

|

|

|

|

|

|

|

with

L

5o

EXE
promecefpluginhost.exe

1 gingbangong.dll

Starting from 2023-09, when the new
key surfaced, as shown in Table 4. The fi
the second,

As this cluster targeted Poland with lure
switched to target the upcoming Lithuar

P R R R TR e e e e e el R TR TR TR SRR R R TR e e e aee aee aes B e

ksojscore.dll




THREAT INTELLIGENCE

Pateikiama realiuoju laiku ESET eksperty sukaupta pasauliné informacija apie
tikslines atakas, pazangias nuolatines grésmes, nulinés dienos ir botnety

veikla.

JSON and STIX v2.0/2.1 formats

Via TAXII server, updated several times
within one hour

Indicators of Compromise (1oCs)

Out-of-the-box integrations with
Threat Intelligence Platforms

Botnet feed

Domain feed

URL feed

Malicious files feed
IP feed

APT feed

IBM QRadar
Anomali

MS Azure Sentinel
OpenCTl
ThreatQuotient



(es[El) THREAT INTELLIGENCE

2x per month

Describing the latest activities, campaigns of various
threat actors

Targets
Reports cover threat actors we track Infection vectors
Post-compromise activity
|OCs, network indicators with details
YARA rules

lI0Cs available via MISP, STIX/TAXII

YARA rules 1+ per month

MITRE ATT&CK mapping In-depth threat analysis describing recent campaign
Focus on toolset (tools, malware)

WLS pre-publication access YARA rules, Snort rules

MITRE ATT&CK mappings

Recommendations on how to protect the
infrastructure

Remediation advice where applicable

Retrospective intelligence

Access to analysts



lukas@eset.It
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