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KAIP SLAPTAZODZIY TVARKYKLES

PADEDA PASTEBETI KIBERNETINIUS
INCIDENTUS IR NUO JU) APSISAUGOTI?
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Karolis Arbaciauskas - NordPass
verslo produkto vadovas
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~ 2012

Jmonés bendrajkaréjai Tomas
Okmanas ir Eimantas Sabaliauskas
pristato pirmaja ,NordVPN* versijg
»~Windows" naudotojams.

—~2014 y

Staigus augimas — produktu
naudojasi daugiau nei 10 takst.
klienty, pagalba jiems
pradedama teikti visg parg.

2022 CLJ -

Jmoné tapo vienaragiu,
gavusi pirmajg 100 min. JAV
doleriy investicijg ir pasiekusi
1,6 mlird. JAV doleriy jvert;.

l

2013 D

PaleidZziama ,NordVPN*“ programélé.

2023

Per antrajj investicijy
raundg pritraukti 100
min. JAV doleriy. |monés
jvertis padvigubéjo iki 3
mird. JAV doleriy.

2016

»NordVPN* produktu
nemokamai leidziama naudotis
Zurnalistams ir aktyvistams
Salyse, kuriose ribojama ir
cenzlruojama interneto
prieiga.

2020 -

Siekiant uztikrinti ,NordVVPN*
paslaugos greitj pristatomas
»NordLynx“ protokolas.

2024

Pristatomi du
nauji produktai:

Saily

2019 —

Sukurti trys nauji
kibernetinio saugumo
produktai.

[ ) NordPass’
h NordLocker’

NordLayer’

A NordStellar’




NordPass




Musy
Produktas

PaZangi, taCiau paprasta naudotis slaptazodziy ir
kitos jautrios informacijos tvarkyklée, kuri ne tik
uztikrina saugumo, bet ir suteikia galimybe
patogiai rupintis savo duomenimis.

NordPass’



|
attachments




All ltems

ords

ared ltems

Trash

Emergency Acc

All ltems

MName

Airbnb.com

john.smith@nordpass.com

Amazon.com
ohn.smith@nordpass.com

Credit Card

My details

Mr. John Smith

Wi-Fi Password

Netflix.com

john.smith@nordpass.com

Last Used

20 minutes ago

0
NordPass

Airbnb.com
Amazon.com
john.smith@nord

Credit Card

My details

Wi-Fi Password

. Netflix.com

Yesterday
My Card. ‘

= Todolist




Gresmes verslui

87 proc. mazy versly saugo jautrius
klienty ar vartotojy duomenis.

75 proc. mazy versly galimai bankrutuoty,
patyre kenkéjiskos programinés jrangos
(angl. ransomware) ataka.

Saltinis: ,StrongDM" (2022 m.)



Kalti slaptazodzial

u john.smith@nordpass.com 80 proc. kibernetiniy incidenty jvyksta,
1 breache found eve . . .

programiSiams pasinaudojus pavogtais
prisijungimo duomenimis.

44 proc. darbuotojy naudoja tuos pacius
slaptazodzius tiek darbo, tiek
asmeninéms reikméms.

ass.com o

john.smith@nordpass.

3 breaches found

john.smith@nordpass.
1 breache found

Saltiniai: ,Verizon" (2022 m.), , TechRepublic” (2021 m.)



Kaip

padeda apsisaugoti
huo kibernetiniy
Incidenty?



Tamsiajame internete
hutekinti slaptazodziai

¥ What'snew %} Members ~ + Link Directory + Upgrades FAQ + Online Payments

Obam
d: May 24, 2024
1: 6 minutes ago - Managing account details

©ObamaCare has not provided any additional information.

5

Postings  About

collected new data

Start conversation

& Mix
ails, addresses, phone numbers, dob, gender + other info *** Hidden text: You do not have sufficient rights to

alname busines
pen_price_pic open_price_type opening

Saltiniai: ,Verizon" (2022 m.), ,TechRepublic” (2021 m.)

the hidden text.

nk bank_card

PavieSinami konkreciy svetainiy
vartotojy prisijungimo duomenys.

Tie patys duomenys véliau naudojami
prisijungti prie kity interneto puslapiy.



Tamsiajame internete
hutekinti slaptazodziai

Data Breach Scanner

You have 2 unresolved breaches!

Check breach details for advice on how to protect your data.

Em"‘?ls Credit Cards

Emails monitored

john.smith@gmail.com

1 unresolved breach

Suggested emails to monitor

johnny_s@gmail.com

john_smith@nordpass.com

Add email

Pazeidimy ataskaita.




o o AV 4  © o
Silpni slaptazodzial
Findings (e e m— w

admin < 1 Second

|silauzéliui silpnas slaptazodis
prilygsta prieigai be slaptazodzio.

123456789 < 1 Second

123456 < 1 Second

lopas123 17 Minutes

alb9ec1d9 3 Hours

12345678 < 1 Second

543212 1 Second

vytautas 3 Hours

nojukas123 1 Day

jolanta333 1 Day

0ioioi@ 2 Seconds

2023 m. populiariausi slaptazodziai Lietuvoje



Silpni slaptazodziai
Generate strong password -

v rSXh7 N@Qc *CCE&@4 Slaptazodziy generatorius.
tuR*7VxT2Pkj16GMn
e3M2SSxdA2/

® Ultra strong

Use capital letters (A-2) ()
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Pavogti duomenys tamsiajame
internete gali atsirasti tg pacig dieng
ar net po keliy mety.

Pastebéti, kad jy duomenys nutekinti,
jmonéms vidutiniSkai uztrunka
197-ias dienas.

Saltinis: IBM n
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eni slaptazo
Set up password policy [ @) -

Slaptazodziy politika.
@ Strong password policy

Minimum characters — <>
Use capital letters (A-2)
Use digits (0-9)

Use special characters (*#/&%...)

888,

Time period after which passwords should —
be changed




Pakartotinai naudojami
slaptazodzial

Prarastas Asmeninis El. parduotuvé
slaptazodis el.pastas

Socialinés medijos
IDarbo
el.pastas | : i
p % Finansai

SVetaine | Darbuotojy informacija

Svetainé 2 . . ..
m Klienty informacija

Svetainé 3 ) o .
44% moniy naudoja tuos pagius Konfidenciali informacija

slaptazodzius darbo ir asmeninéms
paskyroms apsaugoti.



Pakartotinai naudojami
slaptazodzial

o OR— Tokllg'p.auq slaptazodziy
Mak ccounts easy-to-hack atpazinimas.

5 accounts

@ Reused Passwords
Used f r \I"‘ e C t

14 accounts

2 accounts n




SukcCiavimo
(angl. phishing) atakos

has a document for your review Inbox x & B
Y

goog...@protected-download.com 306PM(Thowrage) Yt

tome v

Please verify your email address. box x &
GitHub <G 99094

has shared the following PDF:

A Click Here ()
GitHub

Almost done, Demo! To complete your GitHub sign up, we
just need to verify your email address:

Google Drive: Have all you files within reach from any device Google ethan@hooksecurity.co
Verity email address

Once verified, you can start using all of GitHub's features to explore, build, and
share projects.

Programisiai pasitelkia sukciavimo atakas suzinoti interneto naudotojo slaptazod;. n



Sukcéiavimo B
(angl. phlshlng) atakos

Apsauga 1

Signinto X

Nesimato
,NordPass" ikonos



SukcCiavimo
(angl. phishing) atakos

©

B Antems Spotify.com Keliy veiksniy autentifikacija
(2FA/MFA).

QOO >

John Smith

word Security § Weak Password
© Used for another 2 accounts
@ Over 90 days old

https:/jwww.twitter.com/



SukcCiavimo
(angl. phishing) atakos

3/3

Slaptarakciai
(angl. passkeys).

Passkeys Learn more

Title Last Used v

: Allitems ' Paypal.com
john.smith@nc

Pa ords

Passkeys Adobe.com

john.smith@nordpass.comn A Sign In
Secure Notes

Credit Card Linkedin.com 30

Personal Info john.smitt

Sign in with your passkey?
You will be signed in to a “adobe.com” with
Shopify.com o your passkey for “john.smith@nordpass.com”.

john.smith@nordpass.com
ontinue

Amazon.com

john.smith@nordpass.cc

Shared Items

Trash

Social Media




Dirbtinio intelekto

resmes

0J0L1010L1010110110110010L LS
1101101101004 4

Lengviau
automatizuojamos atakos.

Profesionalesnés
sukciavimo atakos.

Tikslesnés socialinés
inZinerijos taktikos.




Di(btinio Intelekto
gresmes

All ltems
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Slaptazodziy
tvarkyklés.

All ltems Airbnb.com

Passwords john.smith@nordpass.com Passwords

Passkeys Passkeys
Amazon.com

john.smith@nordpass.com

Secure Notes
Secure Notes
Credit Cards

Personal Info Credit Cards

Credit Card

Shared Items
’ ! Personal Info

Trash
Shared Items

Shared Folders n

Folders

My details
Mr. John Smith

Password Generator

00000000

Wi-Fi Password




Slaptazodziai,
saugomi interneto
harsyklese gz=a

Per praejusj pusmetj net 41% kibernetinio saugumo incidenty
Lietuvoje, apie kuriuos pranesta Valstybinés duomeny apsaugos
inspekcijai, jvyko, programisiams pavogus narsyklése iSsaugotus
interneto vartotojy prisijungimo duomenis.

Saltiniai: Valstybiné duomeny apsaugos inspekcija n



Slaptazodziai,
saugomi interneto
nharsyklese

Duomenq iS interneto naréyklés Export passwords

perké“mas 1 s|aptaiodiiq tvarkykle. After you've finished using the downloaded file, delete it so that others who use Download File
this device can't see your passwords.

N



Kriptografija

Kriptografijos algoritmai XChaCha20 ir AES-256 XChaChazo

uzsifruoja ,NordPass” tvarkykléje saugoma
informacija.




Sertifikatai ir auditai

Certified by AICPA
Ve CLIr
. &’ COMPLIANT
50 27001 /iD:15 121 21180 Thq_ropass' Thompass‘

www.tuev-thueringen.de

ISO 27001 certified SOC 2 Type 2 certified HIPAA CURES53



n NordPass®

All ltems

All ltems Airbnb.com

ohn.smith@nordpass.com

Passkeys
Amazon.com

john.smith@nordpass.com Secure Notes

Secure N

dit Cards

Veikia visose Credit Card
operacinése sistemose. 04

Credit Cards

Personal Info

Trash

My details Shared Items

R Mr

John Smith

Shared Folders

nerator — Folders
Wi-Fi Password

= © 4 =
€ @ € U

Email Masking

d Health
Netflix.com

john.smith@nordpass.cor
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