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@ NRD Cyber Security
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automatizavimas
iki jrankio

Marius Urkis
mu@nrdcs. |t
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@ NRD Cyber Security

Marius Urkis
CSIRT/SOC architect

Marius Urkis yra CSIRT/SOC architektas, turintis daugiau nei 20 mety
patirties kibernetinio saugumo srityje.

Vadovauja NRD CIRT bei specializuojasi:

* Incidenty aptikimo srityje;

 Triazo, analizés ir atkdrimo srityse;

+ Pazeidziamumy bei atitikties valdymo srityse;
 Kuriant CSIRT jrankius ir sprendimus.

Pries pradédamas dirbti NRD Cyber Security, Marius 15 mety vadovavo
LITNET CERT, kuri teiké kibernetinio saugumo paslaugas akademinéms
moksliniy tyrimy organizacijoms. Jis vadovavo pirmosios Baltijos salyse CSIRT
jkrimui ir valdymui.

Specializacija

SOC/CSIRT steigimas ir veikla;

Nacionalinés kritinés svarbos informacinés infrastrukturos identifikavimas;
Pazeidziamumy ir atitikties valdymas;

Kriminalistiniai tyrimai;

Incidenty valdymas.

Sertifikatai

Sertifikuotas SIM3 auditorius | Sertifikuotas SOC-CMM vertintojas
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Kas yra grésmiy medzioklé?

Kiber. . Tinkle, Anksciau

gresmiy aplinkoje neaptikty
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ng\f Veiksmai
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Stebéjimas _ |

Analize
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Computer Emergency Response Team of Ukraine

12,898 hits
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Jul 3,2 25:50.518 - Aug 2 50,518 (intervak: Auto - 12

UAC-0063 aTakye HaykoBO-gOCHiAHI ycTaHOBM YKpaiHu: Field statistics  sera
HATVIBE + CHERRYSPY + CVE-2024-23692 (CERT- o Tt s iz
Ip-bytes L @tmestamp (O Document
UA#10356)

roe.ip. fir
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user_sgent.os.name

Rows per page: 100 23 4 5

InaukaTopwm kibepsarpos

Qadinu:

ecurity vendors flagged this domain as malicious C Reanalyze = Simila

dumbl.com POR Ltd. d/b/a Publ

d@c3b49e7 @ 7T784eb db35d 9bfs 92713 decd52 DETECTION DETAILS RELATIONS COMMUNITY 1
8159abd281783

Security vendors' analysis
Mepexesi:
hXXp://trust-certificate[.]ne
hXXp://trust-certificate[.]ne

//enrollmentdm[.]c

Fortinet

certificate[.]net 3 @namecheap.com

enrollmentdm[.]com p 3 (@namecheap.com
[.]1198 RO

Netcraft

hXXp://45.136.1 .]184/connect.php

hXXp://45.136.198[.]184/input.php

hXXp://45.136.198[ . 1184 /output.p
hXXp://5.45.70[ .]178/Remotenss <



@ NRD Cyber Security

Musy jrankiai:

Privalumai

« Prieiga prie kodo

» Galimybé pritaikyti

« Bendruomeneés indeéelis
« Nemokama

Trukumai

« Reikalingos zinios
« Aptarnavimo stoka

Saugumo operacijy automatizavimas

atviras kodas

@ \/C')O/ry/

ail project >> RT ‘ I R <<

o,

MISP

Threat Sharing

@ cape

Intel owil

& artemis




Saugumo operacijy automatizavimas

Imkimes konstruoti robota!

IDEJA IRANKIAI REALIZACIJA
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Eskizas realizacijai

O @~

Surinkti [vertinti CTI Perzilreéti Registruoti Atlikti analize
informacija duomenis ir zurnalus incidentg
atrinkti 10C
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@ NRD Cyber Security

Zingsnis 1:

~ Surinkti informac
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NRD Cyber Security

= |rankis:

= MISP, Malware Information Sharing Platform

® https://github.com/MISP/MISP

= CTI valdymo priemoné
= Sukurtas dalinimuisi

P Cyber
- s0oC

= REST API

" https://www.misp-project.org/openapi/

Kibernetiniy grésmiy duomenys bei kontekstas

Bendruomenés pajégumai

CTI rinkimas

Events

previous 2

Org Events

(] & Creatororg

[ v Excelium-Services
O v POST
[J « Lorenzo Nicolodi

[J « Lorenzo Nicolodi

D Clusters
¥ 66847

A 64031

¥8212  Attack PatternQ

@ Data Encrypted for Impact - T1486 Q i=

¥ 8081 Attack PatternQ

@ Data Encrypted for Impact - T1486 Q i=

Tags

tlp:clur @ CERT-XLM:fraud="phishing"
£ e

clone-phishing”

tip:amber

21

next »

@ phishing:distribution="spear-phi

@ phishing:action="take-down" tip:clear

@ csirt_case_classification:incident-category="compromised-information"

Saugumo operacijy automatizavimas

MISP

Threat Sharin

r value to search Event info vm

#Corr. Creator user Date Info

278 admin@admin.test 2023-02-17 Phishings targeting Luxtrust

125 admin@admin.test 2023-04-06 [AUTO] POST Luxembourg Phishing
Collection

8 admin@admin test 2024-07-30 leonardssyrups comh
$22MUSAS75GBI< 1% DISCLOSED

8 admin@admin test 2024-07-30 westernwyomingbeverages.com\
$59.2M\USA\102GB\<1% DISCLOSED

You are currently logged in as a site administrator and about fo edit an event not belonging to your organisation. This goes against the sharing model of MISP. Use a normal user account for day to day work

Lazarus loCs - Week 30

View Correlation Graph

View Event History

Edit Event

Delete Event

Add Aftribute

Add Object

Add Attachment
Add Event Report
Populate from..
Enrich Event

Merge attributes from..

Unpublish
Publish Sightings
Publish event to ZMQ

Download as

Add Event to Collection

EventID
uuiD
Creator org
Owner org
Creator user

Protected Event
(experimental) @

Tags

Date

Threat Level
Analysis

Distribution

Published
#Attributes

First recorded change

32941

1629c302-91bb-4750-b316-c250718bi4a6 I ERER
Hessen3C

NRDCS

admin@admin.test

& Eventis in unprotected mode.

(o LU~ <] @ opri - x
2023-07-24
= Medium

Completed

All communities I o<
2024-08-02 13:53:18
46 (3 Objects)

2023-07-24 10:21:57

Related Events Orderby date v

Cen
ior  North Korea Leverages SaaS Provider in a Targeted Supply Chain Attacl
Cyber

SEC- 2023-07-25

Bel

Gen
for  Jumpcloud July 2023 Incident Indicators of Compromise
Cyber

SEC.- 2023-07-14 38
Bl

Warning: Potential false positives (show)

Specialized list of vpn-ipv4 addresses belonging to common VPN providers
and datacenters @
Top 1,000,000 most-used sites from Tranco Q,



https://github.com/MISP/MISP
https://www.misp-project.org/openapi/

@ NRD Cyber Security
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Warning: Potential false positives (show)
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Koreliacija ir false-positive pozymiai

R e
I

FIN-7 APT activity

EventID 1752

uuID £925b53t3d40-4656-aa12-cO0bdba4e30b2 18 IR
Creator org NRDCS

Owner org MNRDCS

Creator user mu@nrdes.It

Protected Event & Eventis in unprotected mode.

L e———

— o e o e e
| Related Events Orderby date v,
I

| ce... Daily Incremental ThreatFox Import - 2024-05-03

Ba.. 2024-05-03 8

MalwareBazaar mahware samples for 2024-04-30
2024-04-30

MalwareBazaar malware samples for 2024-04-29
2024-04-29 1

|

I

1

| OSINT - #5topRansomware: Akira Ransomware
I 2024-04-15 1
I

1

1

Warning: Potential false positives (show)

Specialized list of vpn-ipv4 addresses belonging to common VPN providers and datacenters @

e e e e == =====

—, (experimental) @
Tags @ APT %* x I
Date 2024-07-15 I
e o - - - - — —— o - ——

Galaxies

=,
T —
=

@ Drive-by Compromise - T1189Qi=%"W

@ Data Encrypted for Impact - T1486 Q i=%"W
@ Phishing - T1566 Q:=%"W

@ Malvertising - T1583.008 Q,

_lndikatoriai

- —
| [ 20240715 870 i
I
: [] 2024-07-15 743578
|
| [ 20240715 2c4_9b9 M
|
|
| [J 2024-07-15 0cf. ddd
I

1

I

I

1 Threat Actor @,

I ernvaiEyw

I Attack Pattern Q,

I @ Web Portal Capture - T1056.003Q, =%" &
: @ Browser Extensions - TIT6 Q=" W
I

I

|

1

I

I

|

o o o o o o o e e o e e e

Metwork activity  ip-dst 103.113.70.142 &, :
|

MNetwork activity  domain westlawtop &, 1
|

|

Metwork activity  domain thomsonreuter pro @, |
|

|

Metwork activity  domain thomsonreuter.info @&, I
|

. |
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Zingsnis 2:

Jvertinti CTl duomeni
ir atrinkti 10C
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Duomeny ir indikatoriy atrinkimas

" |rankis:

= Shuffle, atV] ro kOdO SOAR : Workflows Apps Docs
= https://github.com/Shuffle/Shuffle ULl e [Py e
Shuffle Tools
= Apjungia it @
Email e

= Aplikacijas, salygas

® | automatizuotas veiksmysekas S N L

Request Tracker
REST2
. Savybés Elasticsearch ;T
°
[=]
.. . IntelOwl E
= Workflow dizaineris s
Keycloak IAM E 5
= Salygos: laiko grafikas, webhook L . ‘
- Shuffle OpenAPI
. .. —_ . d Ueat:l,i:\
= Aplikacijy karimas OER RS e

= OpenAPIl importavimas Ll Postoresa

CIM} unt elastic hash

MISP Automation
Local

1 3 [QRLES Q vars



https://github.com/Shuffle/Shuffle

NRD Cyber Security Saugumo operacijy automatizavimas

Persiysti MISP srauta j Shuffle apdorojimui

Threat Sharing
M Is P Optional Plugin.ZeroMQ_enable true Enables or disables the pub/sub feature of MISP. Make sure that you ins

O Threat Sharing
j . Optional Plugin ZeroMQ_host misp-zeromyq The host that the pub/sub feature will use.
(e} Optional Plugin.ZeroMQ_port 50000 The port that the pub/sub feature will use.
g Optional Plugin.ZeroMQ_username The username that client need fo use to connect to ZeroMQ.
§ Optional Plugin.ZeroMQ_password = The password that client need to use to connect to ZeroMQ.
-2\ Optional Plugin.ZeroMQ_redis_host redis Location of the Redis db used by MISP and the Python PUB script to que
g Optional Plugin ZeroMQ_redis_port 6379 The port that Redis is listening on.
Optional Plugin.ZeroMQ_redis_password R The password, if set for Redis.
T h re a t s h a ri n g Optional Plugin ZeroMQ_redis_database 1 The database to be used for queuing messages for the pub/sub function
Optional Plugin.ZeroMQ_redis_namespace mispg The namespace to be used for queuing messages for the pub/sub functi
Optional Plugin.ZeroMQ_include_attachments false Enable this setting fo include the base64 encoded payloads of malware-!
Optional Plugin.ZeroMQ_event_notifications_enable true Enables or disables the publishing of any event creations/edits/deletions
Ze rOMQ Optional Plugin.ZeroMQ_object_notifications_enable false Enables or disables the publishing of any object creations/edits/deletions

» ThreatHunting Playbook

Shuffle

pOSter MISP webhook

"returnFormat™ : n",
"uuid": "$exec.Event.uuid",
"tag" misp-galaxy:threat-actor
"last":
Shuffle 6 "limit": "10",
iblished": true

Retrieve MISP event n

heck for threat act ]
Webhook SRR e MISP APT events

14

‘ I [ ] I ‘ Process each event
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@ NRD Cyber Security
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Zingsnis 3:

Perziureti zurnalus
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Paieska NDR jrasy istorijoje

& elastic

Open

= NDR - Network Detection and Response

Last 30 days
® ElasticSearch destination.ip: 209197.3.8 X

® https://www.elastic.co/guide/en/elasticsearch 12,898 nits

/reference/current/docs.html

Filter by type (@

& source.domain - .I-____

B source.domain_firstseen
Jul 3, 2024 @ 14:25:59.518 - Aug 2, 2024 @ 14:25:59.518 (interval: Auto - 12 hours)
k source.domain_prefix

source.hostname | Field statistics
) Source.p ¢ 1field sorted

# source.ip_bytes | @timestamp (D Document

source.ip_firstseen Aug 1, 2824 € 20:28:51. (BESRESEERD) Aug 1, 2024 @ 20:28:51.540 y pdate .com
FSESEEN Ju1 17, 2024 6 83:18:53.0800 9.au.downlog

iGN 18149 Phoenix
(EFESESEER Auo 1, 2024 @ 20:28:51.489 (NS 1 EFESEEINEVENEESS

¢ source.network RN Create RTIR tick ]
B Jul 16, 2024 @ 20:55:39.080 398
# source.packets
' (FEERESTEnD Aug 1, 2024 @ 20:28:51.489 1 windowsupdate .com

# source.port EFSESEEN Ju1 17, 2024 6 83:18:53.0800 9.au.downlog

¢ tags REERNEERR 18149 Phoenix
o tid.domain :28:51. (FEERESEERD Aug 1, 7024 6 20:28:51.464 ([SHEIGH 1 (ERSSEENNAVENEEES) Cr-atc Hive

-I reate RTIR tick [°] wir la
url.hostname B Ju1 17, 2824 @ B3:18:53.008 391 (ESNEtenANIonaInERReTasg 9 - au .download

k url.original :28:51. (DEERESEERg Aug 1, 2024 © 20:28:51.462 1 ] windowsupdate .com
EFSESEEN Ju1 17, 2024 © 03:18:53.000 9.au.downloz
REERNEERR 18149 Phoenix

: user_agent.device.name 28:51. , 2024 © 26:28:51.429 (EHEE0N 1 (GTSEECIREVENEESS C

¢ user_agent.name reate RTIR ticket ’] win 'destination.domain_firstsee
B Jul 17, 2024 @ 83:18:53.000 391 ([ESEiNationNdonaInEpnerasY 9 - au .download

¢ user_agent.original
. 2804 @ 20:28:51. 2824 @ 20:28:51.422 (NEEEIGH) 1 (CREEEINGVENEEsS) . :
k user_agent.os.full tick 1103106 e e
€] user_sgent.cs.name ul 17, 2624 @ 83:18:53.080 92 (IESEREEenonaanEpesg 9 - au .download

# source.ip_firstseen_age

¢ source.label

k url.path

Rows per page: 100

16



https://www.elastic.co/guide/en/elasticsearch/reference/current/docs.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/docs.html

@ NRD Cyber Security

Saugumo operacijy automatizavimas

Automatizuojame: surinkti ir ieskoti

Atrinkti IP adresus,
pazymétus IDS naudojimui,
ignoruoti atitinkancius
Warning List

IStraukti agreguotus ir
filtruotus duomenis

1
2
3
a
5
6
7

Filters Math

-+ Autocomplete

"returnFormat”: "json",
"type": "ip-dst",

"to_ids": true,
"enforceWarninglist”: true,
"uuid": "$misp_event.uuid"

Python -+ Autocomplete

{"e": {"terms": {"field": "observer.name","order":
count": "desc"},"size":3,"shard size": 25},
s": {"1": {"terms": {"field": "source.ip","order": {" count":
‘'multi_terms":{"terms": [{"field": "destination.ip"},{"field":
, size": 5,"shard_size": 25

rm noun

"sort": [{"@timestamp": {"order": "desc","unmapped_type": "boolean"}

"size": @,
"query": {"bool": $filter ip.message
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@ NRD Cyber Security

19

Registravimas: incidentai ir biliety sistema

® |rankis:

= Ticketing System

= Request Tracker for Incident Response
® https://github.com/bestpractical/rt

® https://github.com/bestpractical/rtir

Home ~ RTIR ~ Search v Reports ~ Articles v Tools v

RTIR at a glance

Logged in as marius ~

Saugumo operacijy automatizavimas

3 REQUEST TRACKER &

= Savybés

Plec¢iamumas
= Callbacks

= Qverlays

= Extensions (https://github.com/bestpractical)

= Automatiniai veiksmai

= Vidinés logikos veiksmai (scrips)

~ New unlinked Incident Reports...

# Subject Requestor

223 Incident report from CIMT <cyberset.customer@nrdes.lt>

~ Most due incidents owned by marius

Owner

marius (Marius Urkis)

# Subject Due
24 hy
188 Event Rule description here From Natrix - ours
209 Phishing resource ootexa[.]Jcom 119 minutes
215 Ongmnlg ITGOS op: gy g arsenal in global 48 hours
campaigns
208 wvulnerability 7 days
Most due unowned incidents
# Subject Due Owner

289 Automatic Threat Hunting findings

= REST API (https://docs.bestpractical.com/rt/5.0.7/RT/REST2.html)

= CLI tools

Nobody in particular

Bulk Reject
Due Queue Take
4 hours Incident Reports
Owner Priority Updates
marius (Marius
Urkis) Lz 2
marius (Marius
Medi 4
Urkis) sam
marius (Marius
L 8
Urkis) ow
marius (Marius
Medi 0
Urkis) edium
Priority Updates

Low

1

~ Work with constituency

All constituencies

~ Queue list
Countermeasures pending activation active  pending removal
Countermeasures - - -
Incident Reports new open
Incident Reports 1 6
Incidents open
Incidents 40
Investigations open
Investigations 3
Refresh
Don't refresh this page. = Go!



https://github.com/bestpractical/rt
https://github.com/bestpractical/rtir
https://github.com/bestpractical
https://docs.bestpractical.com/rt/5.0.7/RT/REST2.html

@ NRD Cyber Security Saugumo operacijy automatizavimas

20

,, 1icketing“ automatizavimas

Filters Math Python + Autocomplete
Create a ticket if
something found

"Queue": "$rtir_queue",

"Subject": "Automatic Threat Hunting findings",
"Content": "$formated output.message"”,
"ContentType”: "text/html"

Oh WA s Wb =

Registruoti
’ incidenta sistemoje

2 conditions

<+ Autocomplete

Hunt elastic url

Informuoti
analitikus -

Discord, Teams,
t. t. Notify Teams channel




@ NRD Cyber Security Saugumo operacijy automatizavimas

Rezultatas

Shuffle Auto (APP
Automated check playbook executed on MISP event:

RTIR ticket created with findings:

Mon Aug 05 15:59:41 2024 _automation_ (Automation user) - Ticket created
Subject: Automatic Threat Hunting findings
Home~ RTIR~  Search~  Reports v  Articles ~  Tools ~  Logged inas marius ~

Automated Threat Hunting findings for Domain

« MISP event: https://misp.demo.nrdcs.It/events/view/c925b53f-3d4d-4656-aal12-c9bdb84e39b2 [EIEITTRNNENEL R R g 14NN
» Susipicious activity:

+ natrix-sensor-1: 10.20.9.5 (XTI IR CEEI - 11 (CECTNE CIE) CEFIDIS3. Count: 286
Ticket metadata « dns.question.name: americangiftsexpress.com [T (LLLLL T

« dns.question.name: app-trello.com [LLIRNEEY LLEDELE]
+ dns.question.name: cybercloudsecure.com [[LIUREGEY LT E

Incident #322: Automatic Threat Hunting findings

Incident #322 Incident Reports « dns.question.name: concur.re
Queue: Incidents . . » dns.question.name: costscol.com TG FGARGTETY
(No active Incident Reports) « dns.question.name: autodesk.pm [Zadrleed CEELREET
Status: open (No inactive Incident Reports) « dns.question.name: drive.xyz [0 Ll
Owner: Nobody in particular « dns.question.name: harvardyardcollection.com (LU
Subject: Automatic Threat Hunting findings « dns.question.name: ggooleauth.xyz [[EITEE] EEEDLANET
. « dns.question.name: miidjourney.net [T LCLDLNET
Priority: Low Investigations « natrix-sensor-1: 10.20.9.5 Block [ Add 1P JEEEEE] Lookup 1P @lss, Count: 246
Time Worked: 0 min « dns.question.name: ariba.one [ hostIAdd Domain

(No active Investigations)

« dns.question.name: bloomberg-t.com L1 hostIAdd Domain
(No inactive Investigations)

« dns.question.name: cybercloudsec.com [[LI{:3 hastIMd Domain
« dns.question.name:
+ dns.question.name:
« dns.question.name:
Countermeasures « dns.question.name:
« dns.question.name:
+ dns.question.name:
« dns.question.name: treidingviw-web.shop

Customer: ® (no value)

Sector: @ (no value)

Indicators
(No active Countermeasures)
(Mo inactive Countermeasures)

IP:® 10.20.9.5
1111
8888
Domain: @ misp.demo.nrdes.lt
dns.question.name
americangiftsexpress.com

2 1 app-trello.com
=&
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Zingsnis 5:

Atlikti analize



@ NRD Cyber Security

" |rankis:
" IntelOwl

® https://github.com/intelowlproject/IntelOwl

" |ndikatoriai: IP, FQDN, URL, hash, t.t

® Papildyti grésmiy zvalgybos informacija

= Apjungia analizatorius j atlikimo eigas (playbook)
= REST API

" https://intelowl.readthedocs.io/en/latest/Redoc.html
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Analize

Intel ewl vs.0.2 A Home @ Dashboard Gt

Reputation

VirusTotal
Engine Hits: 2

BAbuselPDB Meta

ory # Plugins Q Scan

Saugumo operacijy automatizavimas

Intel owl

== 0 Q

B Comments (0) Delete B Save AsPlaybook 100

££209.197.3.8@

@OTX Alienvault (20) @
University of Alberta Azure/Entra
Compromised Tenant Compromized

Institution

Government of Alberta: U of A -> Telus ->
Advanced Education

Norton's Elevated Cybersecurity Team at it's
best - W11 PC - 01.18.24

Apple RAT - Ransomware - Phishing

Apple iOS compromise. CVE Jar



https://github.com/intelowlproject/IntelOwl
https://intelowl.readthedocs.io/en/latest/Redoc.html

@ NRD Cyber Security Saugumo operacijy automatizavimas

Pridékim RTIR jrankiui analitines funkcijas

Home ~ RTIR v~ Search v Reports v Articles ~ Tools ~ Logged in as marius v Search Incidents NS REQUE.?‘T .TFR'%F?%FS\E%B <
‘ Incident #322: Automatic Threat Hunting find[ngs Display Edit Split Merge Apivanced Analysis v Service Request v Actions v N] ©
Threat Hunting Playbook
‘ . IP Reputation Check Playbook
Ticket metadata ]
‘ Incident #322 4 Incident Reports + ¢

: Incident .
Queue: Incidents (No active Incident Reports)
Status: open (No inactive Incident Reports)
‘ Owner: marius (Marius Urkis)

Subject: Automatic Threat Hunting findings

Priority: Low 3 ion + &
| e ke 0 RTIR Analysis plétinys:
cusomen® E:: * Prideda papildoma meniu
' = Susieja meniu su webhook URL
| , = https: //github.com/NRDCS/rtir v o
Indicators 2
IP:@ 10.20.9.5 'eXtenS‘lOn'analee
‘ 1111
8.888

Domain: @ misp.demo.nrdes.lt

‘ dns.question.name

americangiftsexpress.com

app-trello.com

‘ cybercloudsecure.com

Rezultatai pridedami prie incidento

Intel owi

> VirusTotal URL hab:JAsBUSE‘ch G & AbuselPDB 5 T@' 'ﬁ' c‘l[s'coa LOS Q v E@

GREY NOISE ThreatFox Crowd

OPEN THREAT EXCHANGE
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https://github.com/NRDCS/rtir-extension-analyze
https://github.com/NRDCS/rtir-extension-analyze

@ NRD Cyber Security Saugumo operacijy automatizavimas

Analizés rezultatai

Tue Jul 30 17:22:09 2024 _automation_ (Automation user) - Comments added

Automated analysis report from IntelOwl
« Detections, last: 1722234763

URL: https://intelowl.demo.nrdcs.It/api/jobs/58 « IPsum: Malicious
.

VIPRE: Malicious
G-Data: Malicious
Lionic: Malicious
Certego: Malicious

« ThreatFox Report, retrieved at: 2024-07-30T10:34:16.658589Z
« Your search did not yield any results

* TOR Report, retrieved at: 2024-07-30T10:34:17.118417Z + CyRadar: Malicious
« TOR Exit Node: False » Fortinet: Malicious
» SOCRadar:
« Crowdsec Report, retrieved at: 2024-07-30T10:34:16.645006Z * Antiy-AVL: Malicious
« IP: 185.191.126.213 w . C]NS Army: Malicious
« Reputation: malicious : E:IrtiDmeirizrllf;rl:\n“:;:ﬁ:::s
« Confidence: high N
« Background no?se: high + Juniper Networks: Malicious
« First seen: 2024-03-02T06:45:00+00:00 * ArcSight Threat Intelligence:
« Last seen: 2024-07-29T16:15:00+00:00 ) o
« Link: https://app.crowdsec.net/cti/185.191.126.213 (X R IIoEr o + AbuselPDB Report, retrieved at: 2024-07-30T10:34:16.5708382

¢ ISP: Amarutu Technology Ltd.

« UsageType: Data Center/Web Hosting/Transit
¢ Country: Netherlands (Kingdom of the)
.
.

Targeted vulnerabilities: CVE-2023-1389
Aggressiveness (24h/7d/1m): 5/5/5

« Behavior: . TOR: False
. :;:"Bf:t'::;:ce =~ LastReported: 2024-07-30T10:32:16+00:00
« HTTP DoS \\ . a_bu?eConf-ldenceScore: 100 i : .
« HTTP Scan - « Link: https://www.abuseipdb.com/check/185.191.126.213
* VCS Bruteforce == « AlienVault OTX pulses, by : 2024-07-30T10:34:16.681702Z

* HTTP Bruteforce

* HTTP Crawl

« Exploitation attempt
« Attacking details:

¢ Pulse Name: SSH Brute-Force Honeypot Live

Link: https:/fotx.alienvault.com/pulse/60ece5998a5b54a5ffe75cha
Description: every host is banned for 3 hours and receives an abuse report from me every 96 hours if it ¢
« TP-Link Archer AX21 - RCE Created: 2021-07-13T01:00:09.665000

« SSH Slow Bruteforce Tags: Bruteforce, Brute-Force, SSH, Honeypot

« HTTP DOS with invalid HTTP version * Pulse Ngme: ETIC Cybersecurity 2024-07-30 Port Scan

+ Nginx request limit excesded Link: https://otx.alienvault.com/pulse/66a8151dal4ba118368cceb2

« Bad User Agent Created: 2024-07-29722:18:05.915000

« Gitea Bruteforce ¢ Pulse Name: TCP active portscan

Link: https://otx.alienvault.com/pulse/66794486bda6e3cf8823c604 ([N Rt LN
Description: This pulse contains hourly updated list of detected scanning hosts performing active ports
Created: 2024-06-24T10:03:50.698000

* SSH User Enumeration
« HTTP Open Proxy Probing
« HTTP Bruteforce

« SSH Bruteforce * Tags: portscan
» Endlessh Bruteforce « Targeted sectors: Telecommunications
» Aggressive Crawl ¢ Pulse Name: Webscanners 2018-02-09 thru current day

Link: https://otx.ali [pulse/5a7e3e70cA44e7bA48947593a7 |11 F | CLVETRCT R |- LU 8

Description: Automated detection of webscanners based on 404

Created: 2018-02-10T00:36:00.396000

Tags: webscanner, bruteforce, web app attack, probing, webscan, scanning
Targeted sectors: Finance

e Pulse Name: Threat Listed

Link: https:/fotx.ali com/pulse/ 1d286b205578ac80d48 [LIIETETIEITERNY (FTITH

Created: 2024-06-13T01:56:34.275000

+ HTTP Probing

« TP-Link Archer AX21-RCE
+ SSH Slow User Enumeration
+ Suricata Severity 1 Event
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Pasiruose darbui ! ?

@
l,

o

o
L

MISP Shuffle Elastic RTIR IntelOwl
Search
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Saugumo operacijy automatizavimas

Gerinimas ir Derinimas: inzinierinis procesas

Derinti

» MISP uzklausas

 ElasticSearch
uzklausas

Varzteliai/sraigteliai

« Uzklausos Shuffle
sistemoje
« MISP Warninglists
e Filtrai
« Blacklists
» Whitelists

Mazinti

« False positives
- False negatives
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Apibendrinkime

Globalios pastangos

CSIRT bendruomené betarpiskai Bendruomeneé
dalinasi svarbia informacija ir tai
suteikia reikSminga pagalba
identifikuojant grésmes

Jungiami taskai

Inzinerija Atviras kodas Lankstumas

APl inzinerija,
programinio kodo
inZinerija apjungia
komponentus j vieng
sklandziai dirbantj
sprendima

Galimybé prieiti prie
programinio kodo suteikia
galimybe pritaikyti
jrankius specifiniams
poreikiams
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B |
\ QUESTIONS

\\ L~

Pabaiga
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