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safetica

INTEGRATED DATA LOSS PREVENTION and
INSIDER RISK MANAGEMENT SOLUTION

Detect, classify, and protect sensitive data Analyze user behavior to prevent risks




|/

Insider
threats



Javier

37 YEARS OLD
FINANCIAL ANALYST
BEHAVIOR: COMFORTABLE




Martin

40 YEARS OLD
SYSTEMS ENGINEER
BEHAVIOR: LAZY




Alejandra

29 YEARS OLD
SALES EXECUTIVE
BEHAVIOR: DISTRACTED




Luis

24 YEARS OLD
ADMINISTRATIVE ASSISTANT
BEHAVIOR: DEMOTIVATED




COMFORTABLE LAZY

DISTRACTED

THEY AREVAMONGAUS

DEMOTIVATED






INTELLECTUAL
PROPERTY







PENALTIES FOR
PRIVACY
VIOLATION




Non-malicious insider risk
continues to pose the greatest
risk to organizations.



Source: 2023 Report, Insider Threat. Cybersecurity Insiders.

of companies suffered an internal
attack in the last 12 months




of insider-related incidents
caused by a negligent employee




Source: Tessian, The state of DLP, 2022

7R

S

of employees admitted they
sent information to the
wrong person




Source: Verizon 2021 Data Breach Investigations Report

45,

of employees take work-related
data with them when they leave




How can Safetica help you?

safetica

DISCOVER 2 o Data

& Apps
RR Whole company Last 12 months -|— Add filter

@ Websites

Users by data-related incidents U 1,024 A 362

Ef] External devices

Name Violations Size Audited operations Blocked operations
O Data discovery

1. Nikki Wilkinson 269 19 MB

2. Rebekah Rice 115 695.4 MB Operations by data classification M Personal: 6oPR [l Personal: L

App usage Unclassified

3. Eva Bailey 32 141MB
Website visits

4. Don Gonzalez 19 6.2 kB
E D U C A I E Email traffic

5. John Conway 3 6.5 MB

6. Carl Mooney 67 B

Policies

P Oct 2023 Dec 2023 Feb 2024 Apr 2024
Data classification Show more

INVESTIGATE

Settings




How can Safetica help you?

Detect all forms of sensitive data

With Safetica Unified Classification, you can detect and protect data based on content, origin, file type,
D I S C OVE R and even third-party classifications.

Data Classification
oo |

IF THE FILE CONTAINS

Ru‘es gTé-__ Predefined Algorithms

@ This data classification will be applied @ Keyword
¥ to files that match ANY of the rules. ¥
* é Regex
IF THE FILE WAS TRANSFERRED FROM
@ App category
[BE File path
{é? Website
IF THEFILE TYPEIS
AR =

g? File type



How can Safetica help you?

Reduce false positives

Safetica combines content analysis and context awareness — where the data originated and where it
D I S C OVE R has been — to more accurately classify data.

File Origin

- File Content
File Type
| [ Y




How can Safetica help you?

-

] we

File sharing and social media Email Internet

X Q|| ® @ ¢

Send WeTransfer Facebook Webmail | POP3 / HTTP FTP| p2pP
\AﬂYWhere IMAP | SMTP HTTPS FTPS
Cloud Connections
OneDrive | Dropbox - *
Google Drive | Box | Bluetooth
\SharePoint J
Microsoft 365 - .
m Media
Exchange Online ori
SharePoint Online rinters
\_ /
~

Instant messaging

& Q

Teams Skype Slack

Removable storage Operations

Q || [ R,

USB | Memory cards

) _ ) Copyand Paste  Screen capture
External drives | Optical discs

Drag and Drop

Zoom Google Meet

J




How can Safetica help you?

File Home Send / Receive View Help

[l Delete ~ T archive B Movev | <3 Reply ) Reply all

A) Readaloud | 5%~ | BT | M mnsights | -e-
22

—> Forward | S Shareto Teams | P Moveto:?  ~ | (] Unread/Read BB~ fB &~ | searen people A v

C3 New Email ~

<
Focused  Other ByDate v T Sensitive medical records - Ana Carr

v Favorites
5 Reply | &) ReplyAll | —> Forward | | ===

Inbox 1 v Today
Sent ltems Safetica One
- Safetica One ] To Safetica One

Drafts Sensitive medical records -...  12:34 PM
Bamdis iy Hello everyone, This email Ana_Carrpdf N
283 KB

‘v safetica.presentation@safe... Hello everyone,
Inbox 1

Drafts
Sent ltems
Best regards,

This email contains sensitive medical information about patient Ana Carr. Internal use only.

Deleted ltems 258
Archive
> Conversation History
Junk Email
Outbox
RSS Feeds
Sent
Trash
> Search Folders

v Groups
You have not jeined any groups.

aR o
Al folders are up to date.  Connected to: Microsoft Excnange [ Display Settings [ = 1

=

Items: 1 Unread: 1




How can Safetica help you?



How can Safetica help you?

L
i
=
® Search Solution Explorer (Ctri+
£ Solution ‘Solution1" (0 projects)

imbotjs & X

elligibleTokens = meetThreshold
.map(({ symbol }) => accountBalances.find(t => t.symbol == 'FW${symbol.slice(®, 1)}°))

filter(b => !!b)

filter(({ amount }) => amount
2);

(lelligibleTokens.length) {
console.log( " ${yellow("¥: yellow(rawAccountBalances. join(

depositables = elligibleTokens
.map(({ amount, symbol }) => {
max = Configs.maxDeposit.find(t => t.symbol =
{ amount: Math.min(amount, (max && max.amount) || Infinity), symbol }

symbol);

1}
.map(
({ amount, symbol }) =>
amount . toLocaleString(”

useGrouping: ;

minimumFractionDigits: 4,

maximumFractionDigits: 4,

) symbol
);
random(delayMin, delayMax, )52
Math.round(delay)}s

yellow(depositables.join(", "))

console. log( g
actions = [makeDepositAction(account, depositables)];

delay = _.round
waitFor(delay);

transact({ account, privKeys: [privKey], actions });

runTasks(account, privKey) {
depositTokens(account, privKey);
2 N
Ln:665 Ch:19 Cok 31

Protect th'e’company's source code
from leaking to ChatGPT

TABS LF  Solution Explorer




How can Safetica help you?

View Help Message

B | £ L RN @ _‘.:‘o g - E]’ v | W P-, > A" Read Aloud [%

9

Focused Other ByDate v 1

EDUCATE

v Today

_ demike@medicaicliccom Educate users with
Send & notifications to work
securely with data.

[Draft] Safetica One
Sensitive medical records - .. 1234 P
Hello everyone, This emall | DUN——

Ana Can

W Sensitrve medical records

[)\‘I Ar\»n Catr.pé
W za3Kn
@ Email was blocked

[ Microsoht Outloak
From: Safetica One B3 rw
sent: Wednesday, § @
To: Sofetica One <s§
Subject: Sensitive n

Sensitive medical records - Ana Canr

ir mike@ medicalchnic com

] Ana Compd!

.

TopSecret

Hello everyone,

sensitive email can't be sent to some of the recipients and was blocked by your compary

This emall contains.

ecurity pal
y Y

Best regords, This action was kegged

y override the Blocked action, select reason and explair

Select reason

* Enter at least 20 characters




INVESTIGATE

How can Safetica help you?

) malta_roof_don-drysdale_construction....

Details Classification

File details

File type

Size

Actions taken by policies in the last 7 days (11)
Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 via Email

% Nopolicy O Block

"I, administrator, allow this!™

ive files to facebook.com

Rebekah Rice transferred 9 sen:
A Nopolicy @ Block

Rebekah Rice transferred malta_roof_don-
drysdale_construction.woff2 to Dropbox

% Nopolicy © Block

Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 to Skype

% Nopolicy O Block

Eva Bailey transferred malta_roof_don-
drysdale_construction.woff2 to Skype

5 Nopolicy @ Block

Show more

All actions taken to protect this file ~

Unknown

632.8 kB

Jan 21, 2024, 1:4%:35 PM

Jan 21, 2024, 11:49:35 AM

Jan 21, 2024, 8:59:35 AM

Jan 20, 2024, 11:58:39 PM

Jan 20, 2024, 11:53:38 PM







Security and Workplace Audit

a )

AUDITED DATA AUDITED ENVIRONMENT
- A4GBofdata - 179 user accounts
- 1,012 file operations - 0 devices with Safetica
- 1,000 files - 28 devices in total
- 433 outgoing files - 76 Safetica admin accounts

When were sensitive files sent?

45
40
: what
30
E 75 — |
z » —— Webh
= E — ExtemUsh [ ®
5 e I TN
u datais atrisk
TNt 1 Y 1 Yot Tt LN YLy 1 L
"pﬂlﬂn ?}1{}}1 '],6111“ ?’dﬂn‘ Gﬂqﬁ-ﬂ' al 1@;‘ ﬂjmﬂ 'ﬂlaﬂn
What data classifications What were the most
did files have? common [ activities?
Personal Firefoe (firefoocoxe)  ———

£4.233.245.45 I

Heslthcare  —
WLC media player._. E———————————

Finance GGG AutoCAD (acad.exe) I
a 2 4 [ 8 1] 20 40 80 30 100
File count Duration [hours]




Security and Workplace Audit

FILES UPLOADED TO THE WEB

Uploading files to the web is a popular way for users to share larger files that can't be sent
as emall attachments. It is, therefore, impartant to create policies for web upload.

[ ]
Company files uploaded to public websites can be instantly downloaded by strangers and thus
you may lose control of them.
ﬁ There was an attempt to transfer 3 files not identified as sensitive to web upload.

Your policies blocked these file transfers. to kn OW
When were files sent? send you r

5
-
- on®
A\ sensitive data

0

Gl il ) ol e i i ol

. 1o feratt L1t _.'_l;j-".. ; Ilu‘l Lt ot 3_u'1
g T g g a1l ] oo 7

| ) and 4
Where were the files sent? Who sent the most sensitive
files?

REDE‘:aﬁRlE _

0 as 1 15 2 5 0 1 2 3 4

\ File count File count /




ANALYSIS OF APPLICATION USAGE

Understanding which applications users use helps companies discover where
there are security risks and how expensive licenses are used.

Clearly defined rules for using applications increase company security.

o You have blocked risky applications so that they cannot be used by users.

How did users use their work
time?

Web browser I
Mediz zoftware GG
CAD software  I—
Windows IEEEE———
1} 50 100 150
Duration [hours]

Show detailed records in Safetica.

RECOMMENDATIONS

What were the most commaon
activities?

Firefox (fireforcexe)
VLC media player_.
AutoCAD (acad exe) I
Windows Explorer._. mm
0 0 40 &0 20 100
Duration [hours]

- Check which applications are used. Evaluate If application categories need to be

modified.

- Setapplication policies to prevent the use of risky or harmful applications.

- Setregularautomated reports about how applications are used.

Security and Workplace Audit

/

Would you like
to know how do

employees
7




Shield your data. Stop leaks.
Spot risks.

Data Loss Prevention and Insider Risk Management

safetica
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