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Al "banga”: pastarojo meto tendencijos

® ChatGPT . @ Computer security : DORA @ Databreach

Search term : Topic ! Search term E Search term E Topic E
Lithuania « Past 12 months All categories ¥ Web Search v
o Note: This comparison contains both Search terms and Topics, which are measured differently. LEARN MORE
Interest over time @ & O L

squalio



| "banga”: pastarojo meto tendencijos

® Al .

Search term

@ Dirbtinio intelekto... .

Petras Grazulis .
:

Search term Member of the Europ... Search term

Lithuania « Past 12 months « All categories ¥ YouTube Search ¥

o MNote: This comparison contains both Search terms and Topics, which are measured differently.

Interest over time @

@ Kibernetinis saug... .

® NIs2

Search term

LEARN MORE

[«
H

Jan 14, 2024

Sep1-7,2024

Al 78—t
Dirbtinio intelekto rizikos 0

Petras Grazulis

Kibernetinis saugumas 0

NIS2 0

Values for this point have partial
(incomplete) data available —

squalio-




120 MIND-BLOWING Al TOOLS

GEN Al — ne tik ChatGPT;
. Google Bard ar Copilot tai kur
/ kas daugiau nei galima

) Quick!
& Anyword Marketing [icontact G

T e \ o R tiketis...

squalio




Kitaip sakant...
I SEE ARTIFICIAL INTELLIGENCE®
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imgflip.com
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ARTIFICIAL INTEN*

s VY -
— - WHAT'S THERE TO WORRY
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Nuolat kintancios grésmes
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= Birparemtos naUJos
kibernetinés atakos

Ziniy spragos
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DI "banga”: pastarojo meto tendencijos

. ISNAUDO
PRISTATYMAS
VALDYMAS IR
KONTROLE

sqQualio*



Al riziky duomeny bazé

Al Risk Database High-level Mid-level

Causal Taxonomy Domain Taxonomy

Tie < Quiltel v BJD S Cagorylevel ¢ Bstategy ¢ Msksboaeguy © Descrpln <+ Addtiosale, + [entty K3 ent 2 Tining 04 Donain 3 5ab domaln ¥

e _ e . o TASRA 2 Crifch2023 610200 Typa 2 Bigger than Hormoanresalt  the scope of actiens N *  Qlnremors  * 3 «Pojtemlymant * | 7 Al System Sedety Fallires
D I rl Z | kL! d U O m e n L! ba Ze S U ga U d O rl Z | kL! Tnamony and sipecied from AL TSt Wik net availe 30 4n A lechiobgy & Umitgsons .

Analysts of an 0 greatl epanéed whn
b o &

faktoriy is 43 egzistuojanciy schemuy; e e I S

N *  Qolnmemarsl ¥ QcPosicelmatt ® | 7 AISystom Sfety Fares, | 73+ Lackof capabiity o

Taaoaomy and spacted 1 large sochlN A Umitgdons robusines
Andlysis of Impact can tum out 15 19 produce 3 large (ussally
TAA 3 Oitchin3 010400 Typo 4: Wil asasdeettoctcta “Wothe poeotal e | (EESHND 7 Urvmioesl w3 Poiidelomit * | ORI G4 Ot oamos

The Causal Taxonomy of Al Risks klasifikuoja ey s
ir Sios rizikos atsiranda;

he preniogs sactions are Akl
made meve likely If the

1 Human v ¥ Posdeploymant ® | 4 Mahowous Aotors A Misuse v 47> Oyberattacks, weazor

(eveopment of Use, 350 v

miss lam
TN N

. . . e . eoioma e10600 | (CEIBISISIRD Ty Stte .‘A:t‘:tf‘)h:?ﬂ ’r.in;b':varo.'.-\-:‘hn:w. 1 Posideplomet = | 4 Mooior otors AMisuse ¥ 47 Cyberatiacks, weagor
The Domain Taxonomy Of Al Risks klasifikuo ja — WesgoNTMiOn SN o e i) A I

Crich203  01.0600

Taansosy and emnl entities

Andlysis of oould crae Al fo

Andiysis of saction (weapanzaton by miss ham
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Lgation, S0 Gy L iy leaking ! comectly B
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Source: The Al Risk Repository (mit.edu)



https://airisk.mit.edu/
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Shadow IT!
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Kaip suvaldyti s

—
...pradékite nuo Al politikos /S N

/ﬂ 1E K

10% organizacijy turi formalig, visapusiskg politika,
reglamentuojancig Gen Al naudojimg




Trys pagrindinés sesélinio Al rizikos

Dokumenty dalinimasis Programinés jrangos Jmonés programy diegimas

diegimas

squalio



Priemonés, galincios padéti valdyti sesélinj Al
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Prlsdleglant nauja Al naudoymopohtma " i

Jvertinkite (;
Supraskite, kaip organizacijos | Atlikite rizikos Patikrinkite esamas Supraskite savo
veikia generatyvusis poreikius (Sesélinio : vertinimg IT ir InfoSec politikas technine aplinka ir
dirbtinis intelektas Al vertinimas) | Q jos reikalavimus

-

squalio >



Sesélinio Al (klbernetmes /~
saugos) vertinimas

‘-
Jvertinti — |Sspresti - Tobuléti lla

squalio~



Sesélinio DI vertinimas

Tiksliné auditorija

Privalumai

Procesas

Rezultatai

Esate vidutinio dydZio ar didelé
jmoné, susirtpinusi dél kibernetinio
saugumo ir privatumo riziky, kurias
kelia nekontroliuojamas
generatyviojo DI jrankiy, tokiy kaip
ChatGPT, Bard ir kity, naudojimas?

Net jei turite jdiegtg programinés
jrangos valdyma, dauguma
generatyviojo DI jrankiy apeina Sias
sistemas, nes jie veikia narsyklés
pagrindu ir nereikalauja vietinés
programinés jrangos diegimo.

Jei taip - Sis pasiulymas skirtas Jums,
siekiant jvertinti naujausiy
generatyviojo DI sprendimy
naudojimg Jasy jmonéje.

Matomumas - kas ir kokius
generatyviojo Al jrankius naudoja
darbuotojai JUisy jmonéje

Daugiau nei 400 generatyviojo Al
paslaugy katalogas (ir Sis skaiCius
auga), jskaitant tik narsyklés pagrindu
veikiancias, kurios néra matomos
jprastoms programinés jrangos
valdymo sprendimams

Identifikuoty generatyviojo Al paslaugy
rizikos klasifikacija pagal bendrus
saugumo, atitikties ir teisés kriterijus

Naudojimo duomenys, leidZiantys
priimti efektyviausius pirkimo
sprendimus bei tobulinti vidines
politikos ir instrukcijy procesus

1 ménesio procesas

Microsoft Defender for Cloud
Apps diegimas

Integracija su Microsoft
Defender

Duomeny rinkimas (2 savaités)

Projekto rezultaty pristatymas

Sedélinio Al vertinimo ataskaita:

= Identifikuoty GenAl jrankiy
sgrasas

=  Sgrasas, kiek vartotojy kuriais
jrankiais naudojasi, jskaitant
srautg, informacijos mastg bei
bendrg interakcijy kiekj

=  Kiekvieno jrankio rizikos
klasifikacija

= Kiekvieno rizikos lygio
naudotojy srauto informacija

= Tiekeéjy sarasas

squalio-




Kelios jzvalgos is vieno vertinimo:

squalio-

|

Shadow Al
assessment
Usage Report

Client name
DD.MM.YYYY

www.squalio.com

squalio

65% naudotojy pasitelkia generatyviojo dirbtinio
intelekto sprendimus (lyginant su rinkos vidurkiu)
Identifikuotas 13 GenAl sprendimy naudojimas

1Tb bendro srauto, priskiriamo GenAl, nustatymas
OpenAl ChatGPT GenAl paslaugos — dazniausiai
naudojamos kliento jmonéje

62% nustatyty GenAl priemoniy klasifikuojamos kaip
vidutinio arba auksto rizikos lygio

Pirmas sprendimas — atlikti bent jau naudojamy
programy rizikos vertinima




Ataskaitos pvz.:

2.3 Trust score and risk level classification for each ser 2.2 Vendor geographies
i d e ntlfl e d Countries listed for vendor headquarters. Locations of service endpoints may

Tabie 5. Trust score and risk level classification of iderdified services

NaturalReader 2 High 1 YYYY-MM-DD ¢ 2
Lexica 3 High 1 YYYY-MM-DD . L] .
ReadSpeaker 5] 6 YYYY-MM-DD
Frase 5 1 YYYY-MM-DD .
) . Figure 1. Geolocation of discovered spps (vendor HQ)
2.5 Application usage by user
Tabie 4. Vendor HQ) lncations
Tabls 6. Application usage by user N = -
umoer o
United States 7
NaturalReader High email.address@client.domain YYYY-MM-DD Australia 1
Lexica High email.address@client.domain YYYY-MM-DD Israel 1
Wordtune email address@client.domain YYYY-MM-DD Canada 1
: - " United Kingdom 1
ReadSpeaker email.address@client.domain YYYY-MM-DD Japan :
ReadSpeaker email.address@client.domain YYYY-MM-DD P

squalio-




manipuliavimo rizikos

Renkantis Al modelj, prioriteta teikite saugumui
Rinkités patikimus tiekéjus

Jei Jusy techninés kompetencijos ribotos, venkite
nemokamy jrankiy

Taikykite nuolatine jrankio ir sistemos stebéseng
Prasykite programuotojy istestuoti pasirinkta
modelj

Bukite pasiruose saugumo incidentams

squalio



Mes galime padéti

s

Kibernetinis saugumas

Infrastrukttra

Licencijavimo klausimu

Access a vast array of software solutions from leading
vendors, all in one place. Squalio covers productivity

Our solutions go beyond tools and focus on continuously
raising awareness among your employees.

Whatever your infrastructure needs, be they at the data
center or at the edge, Squalio has the experience you

tools, CRM software, project management, and ERP
systems.

HE Microsoft

Solutions Partner

Google Cloud
Partner

' Adobe
‘ Gold Reseller

squalio

Cybersecurity Testing & Audits

NIS2 Compliance Managed Service

Zero Trust Maturity Assessment

SIEM (Security Information and Event Management)
Solutions

User Cybersecurity Training & Social Engineering
Information Security Policy Creation

GDPR (General Data Protection Regulation) and other
Industry Standards Compliance Assessments

Red Team-based Cybersecurity Assessments
Cybersecurity Specialist as a Service

need to build and support IT infrastructure -even in the
most demanding and complex projects.

IT Infrastructure Assessments and Audits

IT Infrastructure Development

IT System Migration

IT System Monitoring

IT System Maintenance

Cloud Solutions

Productivity Platform Migration & Maintenance



Mes galime padéti
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Al ir Copilot paslaugos

Drive operational innovation with Al solutions, custom-
tailored or ready-to-use products to keep your
organization at the forefront of technological
advancements.

Copilot HeadStart

GenAl in a box

GenAl policy design

Shadow Al Assessment

Copilot Security Readiness Assessment
Azure OpenAl Deployment

Azure OpenAl Healthcheck

Prompt engineering training

GenAl managed policy

Copilot Extended

Azure OpenAl managed service

GenAl safety managed service

Custom RAG and knowledge graph solutions

squalio

ITAM is not just about software, it is about hardware,
cloud, Saa$, and asset management — a comprehensive
approach to managing all IT assets, from hardware to
software to cloud. We use best-in-class tools to make
managing your business IT more efficient and effective.
We help you take control of IT spending, improve
compliance, and reduce risk.

Consulting Services

Deep Vendor Expertise
Technical Services & Tools
Managed Services

GDPR klausimai

Leverage the full potential of your data with Squalio's
specialized services utilizing Microsoft Fabric, as well as
be sure your business is fully GDPR compliant.

GDPR trainings

GDPR compliance assessments
Data Protection Officer as a service
Microsoft Fabric




“Islieka ne stipriausios ir net ne protingiausios
rusys, o tos, kurios geriausiai prisitaiko prie
pokycCiy.”

SQUQ'IO Charles Darwin




Tikiuosi buvo
naudinga ;)

Edita Pulkauninké
Squalio Lietuva vadové

+370 611 60711

squalio
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