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NATO VIRSUNIY SUSITIKIMAS. KAIP
TAPTI NEJVEIKIAMA INTERNETO
TVIRTOVE: ,TELIA LIETUVA" ATVEJIS

Andrius Semeskevicius - Telia Lietuva
technologijy vadovas

Rugséjo 5d. 2024
KIBERNETINIO SAUGUMO KONFERENCUA
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Reikalavimy
puslapiai ir terminai

psl. sutartis



Reikalavimy
puslapiai ir terminai

psl. sutarties
priedy



Reikalavimy
puslapiai ir terminai Sy

retkalavimy rinkinys



Reikalavimy
puslapiai ir terminai

NEWESEL



Sprendimo
apimtys

Rysiy Kompiuteriniy
sprendimas tinkly jrengimas
ir prieziura

Saugumas

&

Darbo vietos ir
jy prieziura

Dokumenty
spausdinimas
ir naikinimas
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Pasiruosimas

Jrangos uzsakymas,
rezervo formavimas

Viso Telia tinklo perimetro
apsaugos stiprinimas -
papildomos keliy lygiy
apsaugos priemones, tokios
kaip anti-DDoS, WAF

Papildomas
,Slaptas” isejimas |
pasaulinj interneta

Auksciausiy saugumo
priemoniy pritaikymas
Litexpo/NATO tinkly
sprendime

Testavimai ir skenavimai
tiek is i1sores, tiek ir IS
vidaus

Jsilauzeliy forumy ir
Telegram grupiy
S ENER
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7-10s nepriklausomos
iInterneto jungtys

=>100G suminis pralaidumas



Interneto
keliai | Lietuva



150 km LAN kabeliy
60 LAN komutatoriy



10 km optinio kabelio
1500 optiniy gijy






Pagrindiniai servisai Litexpo
(NATO) tinkle:

- Internet access

- TV contribution services
- TV distribution services
- CCTV

- VolP telephony

- Printers

- Etc.

Tinklo architektira sukurta,

vadovaujantis Siais principais:

- Hi-Capacity
- Hi-Availability
- Hi-Security

Ethernet

109

Didelés talpos AP




| Ugniasienés ir LAN branduolys

Firewalls

Strictest NAT, without additional port-forwards and other types
of exceptions

Monitoring to detect network anomalies:

- Inside the network — probing, spoofing, infections, etc.
- Outside network — abnormal DDoS like behaviors

- Advanced analytic tool for data analysis

- Advanced UTM security package

Telco access

Shared/media internet 2 x N x 10 Gbps

Dedicated internet N x 10 Gbps uplinks

N x 10 Gbps uplink to special global internet provider

2 x10G for management and secure internal communication

Switching core

- Hi-Bandwith 160G backplane
- Nx10G aggregation ports

For all network appliances

Completely isolated management — separate VDOMS, Mgmt.
ports, comm. lines



| Prieiga ir jos saugumo sprendimai

19 22

Access racks Stacks

60 Cisco

| C9200PXG
Switches 10G switches

Configured with extra strict security policy:

- IP spoofing detection and automatic prevention

- Rogue DHCP server injection detection and prevention
- ARP spoofing detection and automatic prevention

- Intra client isolation (private VLAN)

- Storm detection and automatic suspension

- VLAN hoping prevention

- BPDU guard, control packet injection prevention

- Control requests limiting

Anomalies detection and alerting:

- Traffic jams
- Loops and storm control
- All kinds of security events

General security philosophy:

- Automatic anomaly detection and suppression



| Didelio nasumo WiFi

Hi-Performance AP:

- Each capable to serve up to 1024 customers.
- Over 100k clients can be served in theory

- WIFi 6 (802.11ax)

Access pomts Configured with moderate security — to balance

between accessibility and security:

- NATO Press (SSID)
NATO Summit (SSID)

1 4 Additional security features:

- ARP anti-spoofing
OUtdoor - ARP request rate limit 15 per min
- DHCP request rate limit 15 per min
- Wireless client isolation
- Radio bandwidth utilization control

; 5 Anomalies detection and alerting:

. - Rogue WiFi AP detection

I nd oor - Abnormal Radio bandwidth utilization
- Heavy user detection
- Abnormal client behavior




| Vietinis tinklo valdymo ir
saugumo centras

ZABBIX <« N

Monitoring:

Alerts accumulation and sorting from all network appliances
Performance metric pooling and charting
Most important statistics correlating to sniggle view charts
Advanced statistics gathering, such as:

- Wired user experience simulating (wired probes) and

monitoring
- Wireless probes analyzing user experience
- Radio frequency utilization statistics

SOC level security analysis and tools:

- SIEM tool

- UTM deep inspection package in monitoring mode

- Packet capture and analysis on any point of network

- Syslog automatic sorting, highlights and manual review



Personalas ir darbo
organizavimas 24x7

- Dedikuoti inzinieriai ir dar priskirti po 2 budintys kiekvienai

sriciai
NATO SUMMIT
NETWORK
- Pasirengimas ir pratybos siekiant imituoti saugumo v

incidentus ir tinklo gedimus
- Atsarginés jrangos dalys ir apmokytas personalas

- Specifiniai susitarimai su specialiosiomis tarnybomis dél
saugos incidenty

- Telegram grupiy ir jsilauzéliy forumy stebéjimas realiu
laiku

- Organizaciniai procesai gedimy, saugumo incidenty ir
krizés atveju

- Visos jmonés mobilizacija renginio periodui







Isilauzeliy radaras

MULTIMEDIA

B ctonuuye npopgomxkatrTca nepebou B pabore cuctem
06LLeCTBEHHOrO TPaHCNoPTa ~ MIPUA HaNoOMUHaeT O
6ecnnaTHoM o6ULeCTBEHHOM TPpaHcnopTe

He pAMIcn oMy ath 4031 K Cav vy
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3auem HATOBLaM MynbTUMeAUIHbIN nopTan? BoT u A 3HaeTe N Bbl, rAe NPOXoAUT CerofHs
Mbl He 3HaeM. Ybpanu. cammut HATO? B "Jlutakcno’, cant
KOTOPOro Mbl MOJIOXWUIIN C CaMOro yTpa
https.//check-host.net/check-report/10942691k82b @@

Pycodobckue Bnactu JIuTBbl,

& MNoanucbiBanTech Ha karHan NoNameD57(16) https://check-host.net/check-report KOTOpbIE He 3HaIOT, KaK

‘%' BecrynaiTe B Haw DDoS-npoexr /109423a9kc48 CMIPaBUTLCA C PYCCKUMM

AlNoanucbiBalTech Ha Pe3EpBHLIM KaHan 3 xakepamu n3 NoName057(16)

w Eng version «lopgnucbiBanUTecb Ha KaHall NPeasIoXUAN MOBbITb CBOUM
NoName057(16) rpaxaaHam Tepnunamn®

=—Mobepa Za Hamu! ‘s, Bctynante B Haw DDoS-npoekT

. ATSEER o A ANopnucbiBaiiTecb Ha pe3epBHbIN BTopoit AeHb B BUnbHIOCE He



He yaaetca noayvutb AOCTYIN K cCauTy

A ww.natomu litimedia.tv

,Blogas”
internetas
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Projekto svarba
padiktavo




Projekto svarba
padiktavo

CEO 2 CEO Internetui planas ,,C*
dél tiekimo terminy per slaptg tiekeja
Incidenty testai, ataky ,Login 2023

imitacija pratybos

RySio slopinimo
iSSukiai

,Change
Freeze”

Fiksuotos telefonijos
sprendimai

Sprendimy
estetika



Projekto svarba
padiktavo

6 mén. specialiyjy Naktimis budi tik Dvigubi Dedikuota kriziy
tarnyby patikra ,senior” lygio ekspertai budéjimai valdymo komanda
»lelia” grupés Bendradarbiavimas Saugos incidenty valdymas su

uznugaris su policija specialiosiomis tarnybomis






Apsauga
nuo ataky
»I1S vidaus”

Vi

Programinés
jrangos
atnaujinimas

Apsauga nuo
iSores ataky ir
DDoS

VII

RySiy
infrastrukttros
atsparumas

,Cloud”

paslaugy
valdymas

Vil

PESISINES
Greitam veiklos
atstatymui

IV

~Web”
aplikacijy
kdrimas ir
atnaujinimas

IX

Kriziy
valdymas

Pavyko laikytis ,, 10 saugumo jsakymy*”

\"/

Techninés
jrangos
atnaujinimas

X

Dedikuotas
kibernetinio
saugumo
biudzetas



Teorijy klasika realybeje

Suvokta Sunku Galima Rizika Reikéjo rezultato,
motyvacija pratybose, iris paslysti O ne sutaupyty
vardan ko? lengva kare pirmo karto ,lygioje vietoje” pinigy

Kai yra kontrolés mechanizmas

Kai devynis kartus pamatuoji, desimtg kerpi
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