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Data Loss Prevention
and Insider Risk
Management




Safetica stops data breaches
and protects companies against
iInsider risks.

Safetica’s unified approach protects sensitive data by
integrating proactive measures to prevent unauthorized
data exposure with user-based strategies to detect,
analyze, and mitigate risks posed by insider threats
within an organization.

Safetica covers today's most critical data
security scenarios

@ 74N

GAIN DATA VISIBILITY AND PROTECT SENSITIVE AND PREVENT INSIDER RISKS
DISCOVER SENSITIVE DATA BUSINESS-CRITICAL DATA AND PROMOTE SECURITY

. . . . : - AWARENESS
Safetica helps you to discover and classify ~ With Safetica, you can protect sensitive
valuable data using its unique Safetica business- or customer-related data, Anyone can make a mistake which could
Unified Classification which combines source codes, or blueprints from put your business at risk. With Safetica,
analysis of file content, file origin and file  accidental or intentional leakage. It you can analyze insider risks, detect
properties. It offers complete visibility audits all sensitive data activities no threats, and mitigate them swiftly.
and continuous monitoring, never matter where the data moves, so you Notifications about how to treat sensitive
missing a beat to instantly identify, can report and investigate where there’s  data can help raise awareness around
classify, and track sensitive data. arisk of leakage or theft. These findings data security and educate your users.

are key for data protection.
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FOR REMOTE WORK REGULATORY COMPLIANCE

. . VIOLATIONS
Safetica provides the full range of
capabilities, including data protection, Safetica helps you to detect, prevent,
complete contextual visibility, and and mitigate regulatory violations.
incident-driven training, regardless of Its audit capabilities supportincident
location or network status. Get your investigation to comply with regulations
hybrid digital work environment under and data protection standards like
control, discover unwanted softwareand ~ GDPR, HIPAA, SOX, PCI-DSS, GLBA, ISO/
service and analyze behavior to detect IEC 27001, or CCPA.

and audit high-risk users.
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How It Works
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DETECT PROTECT INVESTIGATE
Discover sensitive data and monitor data  Protect sensitive data both on endpoints ~ Generate alerts, notify security teams,
transfers and user actions to detect any and in the cloud with policies and rules. investigate incidents, and initiate
risky behavior. All configuration settings, Enforce guidelines for handling data response protocols to mitigate impact
user and device records can be accessed and enable actions such as blocking or and prevent data loss or exposure.
and managed via the web-based Safetica  alerting for policy violations.
Console.

Data channels covered

Safetica keeps data protected across a multitude of channels
and platforms, ensuring your data is secure wherever it flows.
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Cloud N - Connections
OneDrive | Dropbox
Google Drive | Box | Bluetooth
SharePoint
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Teams Skype Slack Zoom  Google Meet USB | Memory cards Copy and Paste Screen
External drives | Optical discs Drag and Drop capture
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Safetica Essentials Key Benefits

Safetica Essentials audits and classifies all data flows in
your organization. It identifies sensitive information and
data security risks using content inspection and context
awareness. Get a quick overview of what is happening

in your work environment in real-time. Get a better
understanding of all internal activities, processes and data
risks to enhance your data security and internal efficiency.
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Get insights into data security
incidents and regulatory
compliance violations to

be able to respond to and
mitigate their impacts
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Discover and classify your
sensitive data flows in any
channel or activity to find out
where your data is at risk of
loss or theft
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Data protection starts with

data visibility

Identify how company data is used and where the data flows.
Full Windows and macOS support

Content inspection and context-aware classification with
out-of-box templates

Data security incident detection

Easy to upgrade to the full-featured data security platform
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Get instant actionable
notifications with easy-
to-read risk evaluation and
incident overview

Get general information
about user activities to
discover shadow IT -
unwanted or unnecessary
software, cloud services,
devices and peripherals

Safetica Console

Web-based central management console that offers optimized
features and seamless user experience:

Data flow visibility, user activity visibility across email,
applications, websites and external devices

Protected device maintenance, interactive reporting, and
data analysis

Real-time alerts and incident investigation
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Safetica Pro Key Benefits

Safetica Pro identifies risks, prevents human errors and
malicious acts, and educates users to protect your data. The
combination of data analytics, data classification, and data
loss prevention (DLP) with insider risk management creates
a secure environment and supports efficient business

operations.
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Have full control over sensitive data
flows and internal risks based on
user behavior and complete content and

context analysis macOS endpoints

GET YOUR DATA UNDER CONTROL - ONLINE
AND OFFLINE

Unmatched data visibility across all endpoints, networks, and
cloud environments for complete data protection and threat
prevention. Safetica uses advanced content classification and
OCR for sensitive data detection in image files and scanned
documents.

SET CLEAR POLICIES FOR ALL USERS AND
DATA CHANNELS

Set up policies for specific groups or individuals. Select the
desired workflow with configurable actions from silent
auditing, through user notifications to strict blocking.

Built to address the risks of
today’s work environment

Safetica Unified Classification enables content and context-
based approaches

Pre-defined templates and custom policies
Flexible DLP actions: record only, notify, justify or block
Real-time email notifications

Multiple hosting options

safetica

Protect data seamlessly across diverse
data storage platforms including the
cloud, network shares, and Windows and
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Reduce risk and ensure compliance with
real-time incident-based user training

DETECT POTENTIAL THREATS AND ANALYZE
INTERNAL RISKS

Respond to threats even before a major incident happens
thanks to early discovery of behavior anomalies and data flow
risks in your organization.

EMPOWER USERS TO WORK WITH SENSITIVE
DATA

Display educational notifications to users when there's a risk
of a policy violation to inform them and let them decide what
action to take. Enforce specific processes to protect the most
valuable data.
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The Safetica Console enables detailed but easy configuration of
data classifications, policies or reports
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UEBA Key Benefits

Knowledge is the first and most important step in
understanding your company's workflow, users’ work
habits and productivity. Enrich your Safetica product with
User and Entity Behavior Analytics add-on to see user
activities in detail and uncover their behavior anomalies.
Ensure smooth business operations, even when working
remotely.
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Recognize undesirable user Get deeper insights into Track changes in user
activities email communication behavior with a detailed
with work activity audit with records of all incoming overview of user behavior in
and automated categories and outgoing emails while your organization over time
for apps used and websites respecting users’ privacy

visited by specific users

Detect underlying reasons for anomalies
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Get a comprehensive
overview and real-time alerts
about individual user
activities, even when working
remotely, such as via remote
desktop etc.

Dig deeper and pinpoint troublesome elements in your environment to address security or business efficiency concerns. Analyze
work-related activities of individual users with detailed information. Find out if anyone visits dangerous websites or uses

undesirable applications and services.

Maintain transparency in
work, even when working
remotely

Let top management and department leaders see how their
individual reports work. Stay on top of things even when your
users work from home or on the go. Prevent security risks
and manage users' efficiency by identifying idle workers, and
suspicious behavior patterns.

The Safetica Console provides easy-to-understand overview
of all possible insider risks. Set up your own overview with

customizable views.
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Cloud Data Protection
Key Benefits

Protect your data in the cloud and prevent any
unauthorized access or leaks to cloud storage. Secure
emailing and file-sharing, safeguard data, and maximize the
value of your cloud investment with a dedicated security
solution for Microsoft 365.

Safetica extends data security to the cloud

Cloud Web Private Apps Email
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MONITOR AND CONDUCT AUDITS OF FILE TAKE REAL-TIME ACTION TO PROTECT DATA
UPLOADS AND DOWNLOADS TO CLOUD AND EDUCATE USERS

STORAGE PLATFORMS - . . .
Safetica’s flexible protection policies:

Safetica can monitor and classify files directly during user

operations, such as exports, uploads and downloads, opening
files, copying files to a different path, uploading files via web Inform and instruct users to improve security awareness
browsers, sending files via email or IM apps and others.

Prevent sensitive data from being stolen or lost

Enable override with a valid justification

Safeguard Remote and
Mobile Work with Microsoft
365 Anywhere, Anytime

Protect, audit, and control access to any data file as you
collaborate in Microsoft 365, no matter where the document
is stored or who it's shared with.

Fully leverage the potential of Microsoft 365 cloud
applications (OneDrive, Outlook, SharePoint and Teams)on ~~ t=====-=---ees
mobile devices

Automatically apply controls, even when user devices are
not within the organization’s network.
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safetica

Safetica is a Czech software company that provides Data
Loss Prevention and Insider Threat Protection solutions to
organizations of all shapes and sizes. Here at Safetica, we
believe everyone deserves to know that their data is safe.

TECHNOLOGY ALLIANCE

ESET Technology Alliance aims to better protect businesses
with a range of complementary IT security solutions. We
provide customers with a better option when staying
protected in the ever-changing security environment by
combining our proven and trusted technology with other
best-of-breed products.




