


Visaptverosa profilakse, atklasana un

reagésana, apvienojot uznéemuma klases XDR |
un pilniglﬁmeuu aizsardzibu. Egils Rupenheits




Par ESET

=
ki)

30+ gadu pieredze

an$

Meérktieciga un
stabila izaugsme

o)
SR
OAO
Y ()

Privats uznemums
bez paradsaistibam

090

(hf7

Uznemuma
dibinataju ipasums

Ar fokusu uz
tehnilogiju attistibu

\

Stabilas vertibas

* 5 %

ES uznemums

®

‘es[:};

Progress.
Protected.



e T Parvaldibas konsole
Moderna darbstaciju
aizsardziba

PROTECT
ENTRY

Musdieniga daudzslanaina iekartu aizsardziba
uznémeéjdarbibai ar spécigu masinmacisanos un viegli
lietojamu makona vai lokala parvaldibu.

Vairaku platformu risinajums ar ieklautu servera drosibu.

ESET PROTECT

ESET Endpoint Security

ESET Server Security



PROTECT
ADVANCED

Sava klasé labaka iekartu aizsardziba pret
izspiedéjvirusu un nulltas dienas apdraudéjumiem,
ko nodrosina jaudigs datu drosibas risinajums

Parvaldibas konsole

Moderna darbstaciju
aizsardziba

Serveru aizsardziba

Makon-smilskaste

Diska Sifrésana

ESET PROTECT

ESET Endpoint Security
ESET Server Security

ESET LiveGuard Advanced

ESET Full Disk Encryption



PROTECT
COMPLETE

Pilniga daudzslanu aizsardziba iekartam, makona

lietojumprogrammam un e-pastam
(primarajam draudu vektoram)

Parvaldibas konsole ESET PROTECT

Moderna darbstaciju

ESET Endpoint Security

aizsardziba
Serveru aizsardziba ESET Server Security
Makon-smilgkaste ESET LiveGuard Advanced
Diska 3ifréana ESET Full Disk Encryption

ESET Mail Security

ESET Cloud Office Security

O

ESET Vulnerability & Patch Management @



PROTECT
ELITE

Parvaldibas konsole

Moderna darbstaciju
aizsardziba

Serveru aizsardziba

Makon-smilSkaste

Diska Sifreésana

E-pastu drosiba

Makonprogrammu
aizsardziba

Viss viena novérsana, noteikSana un reagésana, kas levainojamibu un

apvieno uznémuma limena XDR ar pilnigu

daudzslanu aizsardzibu

atjauninajumu parvaldiba

EDR/XDR

Multifaktoru
autentifikacija

ESET PROTECT

ESET Endpoint Security
ESET Server Security

ESET LiveGuard Advanced
ESET Full Disk Encryption
ESET Mail Security

ESET Cloud Office Security

ESET Vulnerability & Patch Management

ESET Inspect

ESET Secure Authentication



ESET PROTECT ELITE

» Aizsardziba darbstacijam un serveriem

 Pilna diska sifrésana




‘es[21) ENDPOINT SECURITY

‘es[21) SERVER SECURITY

1 [P



(es[El) ENDPOINT SECURITY

ESET Endpoint Security prieks Windows/macOS/Android
ESET Endpoint Antivirus prieks Windows/macOS/Linux
ESET Endpoint Security prieks Android

ESET MDM prieks iOS un iPadOS

ESET Server Security prieks Windows Server/Linux/Azure



EPDR — ESET PREVENT | DETECT | RESPOND

-
ESET LiveSense Human Expertise | Machine Learning | ESET LiveGrid: Cloud Reputation System
Multiple Layers of Protection

=

| DETECT |

(PREVENT |




FULL DISK ENCRYPTION

Datu aizsardziba jebkura lieluma uznémumiem



FULL DISK ENCRYPTION

Pre-Boot drosiba

Pilna diska sifréesana

Parvaldams, izmantojot ESET Protect
Centralizeta parolu politiku iestatiSana

Attalinati blokejiet, anuléjiet vai
atiestaties paroles parvalditajas iekartas

Visi produkti tiek parvalditi no vienas
konsoles

Identitate un datu aizsardziba
Dazadu OS atbalsts
Uzstadisana ar vienu klikski

Pilntba parbaudits



INSPECT

| oti pielagojama iekartu apdraudéjumu noteiksana un reakcija



X9 INSPECT

Apkopo reallaika notikumus

Nodrosina plasu filtreSanu un skiroSanu
Izmanto ESET reputacijas sistemu
Pielagoti pazinoSanas noteikumi
BlokéSana un novérsana

Paredzéts draudu medibam

PROTECT & INSPECT cLoup




KONSTATACIA PARREDZAMIBA NOVERSANA

Atrodiet launpratigu Kas tiek ietekméts? Blokejiet to

anomaliju R
Kad tas notika? Dzesiet to

Ka tas notika?



PARREDZAMIBA KONTROLE

) |
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ESET ENDPOINT

PROTECTION




Scenarijs 1

ESET Endpoint Protection aptur
apdraudejumu



PowerShell




Bez ESET Inspect:

MINIMALA
PARREDZAMIBA
Fpsl PowerShell Launched
C b NENOTEIKTIBA
—




Ar ESET Inspect Jus iegustat:

Outlook opens email
N
q(gsﬂ MS Excel Attachment

N AN
_ ~[gr
@ PALIELINATA
PARREDZAMIBA
=
AN

—><%% Threat Detected/Blocked

v




Ar ESET Inspect Jus iegustat:
A

[| AN ROOT
XELEI MS Excel Attachment CAUSE

N AN
_ ~[gr
@ PALIELINATA
PARREDZAMIBA
=
AN

—><%% Threat Detected/Blocked

\4




Ar ESET Inspect Jus iegustat:

Outlook opens email
N
q(gsﬂ MS Excel Attachment

NN <> AcTive
PALIELINATA Eukd S comronents
@ PARREDZAMIBA
=
AN

—><%% Threat Detected/Blocked

v




Ar ESET Inspect Jus iegustat:

Outlook opens email

—
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XLS

AN AN
- ~[@Hg
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PARREDZAMIBA
=
—[x] N\
) mem €

—b& Threat Detected/Blocked
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MS Excel Attachment




Ar ESET Inspect Jus iegustat:

Outlook opens email .@

—N
s

XLS

AN AN
5 < > ACTIVE
@ PALIELINATA : @J S GEeITEE
PARREDZAMIBA
=
—[x D
) mem €

—><%% Threat Detected/Blocked

ROOT
MS Excel Attachment CAUSE

\4




Ar ESET Inspect Jus iegustat:

Outlook opens email
Techniques Block Execution
q(gsﬂ MS Excel Attachment Used

\4

s Sieeees ¢ -2>+
PALIELINATA L [BL(a ©
PARREDZAMIBA Clean File
PAPILDU
KONTROLE

I\
> ?EE‘I DLL Executed in Memory
—><%% Threat Detected/Blocked




PALIELINATA
PARREDZAMIBA

PAPILDU
KONTROLE

Ar ESET Inspect Jus iegustat:

v

Outlook opens email

N
q(gsﬂ MS Excel Attachment
N N
— @ @J Rundll32 executes DLL
EXE DLL

.% ...... Li :

Techniques
Used

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

PowerShell Launched r_ & r_ Kill
Process

—><%% Threat Detected/Blocked




e 1 @

PALIELINATA
PARREDZAMIBA

PAPILDU
KONTROLE

PARLIECIBU PAR
DROSIBU UN
SIRDSMIERU

Ar ESET Inspect Jus iegustat:

Outlook opens email

—
0o

v

XLS

MS Excel Attachment

AN

N
@ @J Rundll32 executes DLL
EXE DLL

.

>- Ps' PowerShell Launched
I\
> ?EE‘I DLL Executed in Memory

—><%% Threat Detected/Blocked




Scenarijs 2

Ransomware



Ka izskatas Ransomware uzbrukums?

Jiravide/uikls Uzbrucéjs izmanto : Faili ir Sifréti, tiek
likumigu : pieprasita
programmaturu, lai : izpirkuma maksa
nostiprinatos vairakos :
datoros

Uzbruceéjs autentificéjas :

ka administrators ar : Uzbrucéjs darbojas, lai atinstalétu vai
nozagtiem autentifikacijas atspéejotu drosibas risinajumu, kas
datiem : apturétu launpratigu SifréSanu
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Bez ESET Inspect:

Minimala redzamiba

Nepamana legitimo
programmu izmantosanu

Var pamanit, ka drosiba ir
atspejota

f\% Ransomware Detected/Blocked
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Ar ESET Inspect Jus iegustat:

Admin Logs in Via RDP
Paaugstinata ‘ %}B PSExec Downloaded
parredzamiba EXE Then used for Lateral Movement

PowerShell Launched

PHELN

Izpildiet kiberrisku o I (&% DLL Downloaded and Detected

apdrosinasanas prasibas A S S —— > P=|s
ﬂ] Service Executes PowerShell on Reboot

BCDEdit.exe modifies boot
=(\% Ransomware Detected/Blocked

Papildus kontroles . :|>- PS
iespéejas
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AN
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Parliecinatibu par
drositbu un sirdsmieru
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‘es[33) LIVEGUARD ADVANCED

Proaktiva aizsardziba pret nulltas dienas aprdaudéjumiem un
ieprieks neredzétiem apdraudéjumu veidiem



(es[El) LIVEGUARD ADVANCED

Atklaj nulltas dienas apdraudejumus un nekad
neredzetus apdraudejumus

Uz makon-smilskastem balstita tehnologija

Uz uzvedibu balstita noteiksana



(es[El) LIVEGUARD ADVANCED

Visu iesniegto paraugu detalas redzamas ESET
PROTECT parvaldiba konsole

99% paraugu tiek parbauditi mazak neka 5 minutes
Darbojas tieSi ar ESET Endpoint Security, Mail Security
un Cloud Office Security

Loti detalizeti konfigurejama iekartas politika



SAMPLE

101
olui

CTED

SCANNING WITH EXTRA
BINARIES &

EXPERIMENTAL
DETECTIONS

EXTRACTED
INSTRUCTIONS &

DNA GENES SANDBOX QUTPUTS (BEHAVIORAL FEATURES EXTRACTION)

@

ARMY OF DEEP LEARNING
CLASSIFICATION MODELS
MODELS

&

SCANNING CORE
ADVANCED

MEMORY ANALYSIS EXPERT SYSTEM EVALUATION

EXPERIMENTAL DETECTION ENGINE
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LAYER 2: ADVANCED MACHINE LEARNING DETECTION

LAYER 3:
LAYER 4:

VERDICT VERDICT VERDICT VERDICT

HIGHLY
MALICIOUS SUSPICIOUS - -



‘es[2}) MAIL SECURITY

Pilniga pasta serveru aizsardziba
E-pasts ir primarais draudu vektors



(es[E3) MAILSECURITY

lekseji izstradata
pretsurogatpasta,
pretpikskereésanas un pasa servera
aizsardziba.

Apvienojot masinmacisanos, lielos
datus un cilvéku zinasanas.

Antilaunprogrammatura
Antispam
Antipikskerésana

E-pasta servera aizsardziba

Uz masinmacisanos balstita

aizsardziba

Stingra karantinas vadiba
Custer atbalsts

Hibrida Office 365 skenésana
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" (es[3d SECURE AUTHENTICATION

Daudzfaktoru autentifikacija, ko ir viegli ieviest un érti lietot
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© Darbojas ar f Iw s

iziska‘jé“rh;ts‘l?g?rh (hardware  © Atbalsta standarta TSKMLZ)”ﬁrotdkolu: lai

tokens) un viedtalruniem izveidotu savienojumu ar klientu sistemam
© Nav nepiecieSama ipasa aparatira @ Attala vadiba
& Tiek nodrosinats pilns APl un SDK @ Push autentifikacija

@ Uzstadisana 10 minates (klienta)

61% no datu nopludém ir saistitas ar autentifikacijas datu nopludi*

*Avots: Verizon 2021 Data Breach Investigation Report



- © Pieteikties fiziskaja lokalaja datora | Virtualz

N (}RenioteDes'kt_dp)u L

© VPN aitentifikacija

© Webmail, CRM un citi pakalpojumi, kas pieejami caur parliukprogrammu

© Piesakieties tresas puses pakalpojumos, pieméram, Dropbox



‘es[2l) CLOUD OFFICE SECURITY

Aizsardziba Microsoft 365 lietojumprogrammam



(es[Zl) CLOUD OFFICE SECURITY

Aizsardziba pret launpratigu programmaturu Exchange Online,
OneDrive, SharePoint Online un Teams

Aizsardziba pret surogatpastu Exchange Online
Aizsardziba pret pikskerésanu Exchange Online
ESET LiveGuard Advanced — vél neredzetu draudu noteiksana

Izvérsana un tulitéja aizsardziba tikai piecas minuatées



(es[Zl) CLOUD OFFICE SECURITY

* Informacijas panelis ar konstataciju
statistiku un filtresanu

* Exchange Online aizsardziba pret
launpratigu programmaturu

e Aizsardziba pret surogatpastu
Exchange Online

* leklauts ESET LiveGuard Advanced

* Uzstadisana tikai 5 minutes

 Multitenancy iespéja ar piekjuves
parvaldibu

Audita zurnalesana

Aizsardziba pret pikskeresanu:
* OneDrive, SharePoint Online un Teams
e Exchange Online

Parvaldiet Teams un vietnes
Visaptverosa zurnalésana
Politikas un automatizacija
Karantinas parvaldiba
Merogojamiba



‘es[:39) VULNERABILITY & PATCH MANAGEMENT

|zseko ievainojamibas un nodrosina automatisku ielapu




(@es[=31) VULNERABILITY & PATCH MANAGEMENT

ESET ievainojamibu un ielapu parvaldiba aktivi izseko operétajsistému un
izplatitako lietojumprogrammu ievainojamibas un nodrosSina automatisku
ielapu ieladi visos galapunktos, ko parvalda, izmantojot musu vienoto
platformu.

Parvaldiet ielapu centralizéeti, izmantojot ESET PROTECT Cloud konsoli
Automatizeéjiet skenéSanu, izmantojot pielagojamus grafika iestatijumus
Filtrejiet, grupéjiet un kartojiet ievainojamibas, pamatojoties uz to nopietnibu
Izvelieties kadu no automatiskajam un manualajam ielapu iespéjam

Pielagojiet savas ielapu politikas



Computers

COMPUTERS
Groups
v @] Companies (0)

0 DEMO (17)

3 0365 (3)
B3 servers (3)

[ varm (4)

/ AB-c-E01ab
? hb-c-e02

v hb-c-e03

Details

Investigat

Tasks

[1 Send Wake-Up Ca

Manage

STA...

VIRT

NEW
Solutions

@ Enable encryption

(D Deactivate Products

LAST CONNECTED

2023 15:59:54

ALERTS

D




Computers : A O v O | SHOWSUBGROUPS HD\"AF‘M (4) -

COMPUTERS ADVANCED FILTERS
Groups p el
& COMPUTER NAME IP ADDRESS TAGS STA... LAST CONNECTED ALERTS DETECTL...
A
v @] Companies (0)
O R2I® (F & AB-c-E0lab 10.1.203.97 TEST-EEl | | VIRT v July 4,2023 16:13:15 ® 0 97
5 DEMO (17)
& ¥ hb-c-=02 10.1.203.92 v July 4 2023 16:09:45 ® '
v [(J EDU (17) OE® & & hb-ced 0.1.203.9 y 4, 2023 16:09:45 0 0
7 Lost & found (0) O REIY @ & hb-ce03 10.1.203.93 VIRT v July 4, 2023 16:07:22 ® 0 340
v O MY 23) Q= July 4, 2023 15:59:54 0 0

Enable Vulnerability & Patch Management
oL (0) )

v [ TEST (102)
A 3 VIRT (29)
0 0365 3)
{2 Servers (3)
£ VAPM @ @ Patch management preferences

VIP Users

1 Servers (without ADs)

Tags P

Archive X

License

Copied during upgrade X

EDU X




Computers
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1 Overview

Configuration

1> Task Executons

ESET Management Agent 10.1.1288.0 Up-to-date ve: . - =3 c te =X .
nstalled Applications ' LiveGuard & t ed :
A Alerts :
T Questions

Detections & Quarantine Endgoint Securty fc ) manths - July 4 2024 01:55:59

Details I4)-20W-SVT ES

ty & Patch Management R.p\ Jser

T T Assigned Lsers Logged users




New Policy

.s APM - custom config

VULNERABILITY & PATCH MANAGEMENT 2 oe 4

VULNERABILITY & PATCH Ensble auto-patch manag o

o MANAGEMENT VNS e

Pohaes




Add Vulnerability & Patch Management scheduler

Weekdays

Start time

End time

Monday
I3 Tuesday

4 Wednesday
% Thursday
Friday
Saturday
Sunday

17:00:00

08:00:00




UPDATE 5] VULNERABILITY & PATCH MANAGEMENT @z101] @& OO %

NETWORK ACCESS PROTECTION ® Enable Vulnerability & Patch Management ‘:)
VULNERABILITY & PATCH o ® + Enable auto-patch management @)
MANAGEMENT O Computer restart options Edit
O Vulnerability & Patch Management scheduler Edit
B AUTO-PATCH MANAGEMENT CUSTOMIZATION oe 4
O Auto-patch strategy Patch all except excluded applications

. 3 Patch only allowed applications
The Patch only allowed applications option only updates applications on the Allowed applicationsji Patch all y d d icati
except those on the Excluded applications list. ch all except excluded applications

O Allowed applications Edit
Allowed applications are applications that are safe to be updated automatically.
O Excluded applications Edit

Excluded applications are applications that are too essential to be updated automatically.



UPDATE 5] VULNERABILITY & PATCH MANAGEMENT @211 €& OO 4

NETWORK ACCESS PROTECTION ®  Enable Vulnerability & Patch Management ‘)

VULNERABILITY & PATCH €« @ Enable auto-patch management ‘)

MANAGEMENT O 6 Computer restart options Edit
O ¢ Vulnerability & Patch Management scheduler Edit
= AUTO-PATCH MANAGEMENT CUSTOMIZATION oe 4
O - Auto-patch strategy atch all except excluded applications v

The Patch only allowed applications option only updates applications on the Allowed applicat
except those on the Excluded applications list.

st. The Patch all except excluded applications option updates all applications

O Allowed applications Edit

Allowed applications are applications that are safe to be updated automatically.

O Excluded applications o Edi

Exciuded applications are applications that are too essential to be updated automatically.



B oe+

o @ @ @

oe#

O

| (2o L I 1 AL IFVAL l _ | WAL L ’

2023-09-25 - 240 programmaturas
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Select the columns to display in the table
AVAILABLE COLUMNS

Computer Description

Computer Tags

Muted

DISPLAYED COLUMNS

Application Name

Application Vendor

Application Version

Risk Score

CVE

Computer Name

Category

First Seen

m
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Vulnerabilities ; Ungrouped 4 i | SHOW SUBGROUPS Il £ VAPM (1000) ’ v
Vulnerabilities ; Ungrouped v A O i | SHOW SUBGROUPS ’ ‘ £ VAPM (1000) v
Groups jo APPLICATION NAME MUTED  APPLICATION VENDOR APPLICATION VERS... RISK SCORE ¥ CVE
A £ Al (98) - Microsoft Corporation 20H2 (10.0.19042.1706) Bl cve2023-2035
e i
&5 Companies (0) Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706) ﬂ CVE-2023-29324
@ Cerberus team (0)
Git x The Git Development Comm...  2.10.0 m CVE-2023-29007
3 Lost & found (2)
Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706 CVE-2023-28302
£ TEST (95) . P ( ) 58 |
B VAPM (1) @ Microsoft Corporation 20H2 (10.0.19042.1706) ﬂ CVE-2023-28298
V' [T] Windows computers Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706) CVE-2023-28297
Vv (1] Linux computers Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706) B cve2023-20003
Vv [T] Mac computers
Microsoft Corporation 20H2 (10.0.19042.1706) B cve0s2ms:
[¥] Devices with outdated modules
- . Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706) B cve2023-20076
(7] Devices with an outdated operating sy...
¥ Problematic devices Microsoft Windows 10 Pro Microsoft Corporation 20H2 (10.0.19042.1706) CVE-2023-28275
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™ Vindows computers
Wireshark The Wireshark developer com... 1.84 CVE-2013-3561 I hb-c Application vulnerability June 30, 2023 18:28:30
\ Linux computers
~
Wireshark The Wireshark developer com.. g4 CVE-2013-4927 = b-c-e03 Application vulnerability June 30, 2023 18:28:30
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pied during upgrade X Mozilla Firefox Mozilla Corporation 4501 CVE-2016-0718 Q21§ G & hb-c-e03 Application vulnerability  June 30, 2023 18:28:30
DU W Mozilla Firefox Mozilla Corporation 450.1 CVE-2( 02l §) B & hb-c-e03 Application vulnerability June 30, 2023 18:28:30
HYPERLV ¢ Mozilla Firefox Mozilla Corporation 45.0.1 CVE-2016-2804 D2l © @ & hb-ce03 Application vulnerability June 30, 2023 18:28:30
) % m Mozilla Corporation 450.1 CVE-2016-2806 D21 Y G & hb-c-e03 Application vulnerability June 30, 2023 18:28:30
— Mozilla Firefox Mozilla Corporation 45.0.1 CVE-2016-2807 D EZ1® @ & hb-cel Application vulnerability June 30, 2023 18:28:30
Mozilla Firefox Moziila Corporation 450.1 CVE-2016-2808 D2 ¥ @ & hb-c-e03 Application vulnerability June 30, 2023 18:28:30
Mozilla Firefox Mozilla Corporation 450.1 CVE-2016-2809 D2l @ (@ & hb-c-e03 Application vulnerability June 30, 2023 18:28:30
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Recewer X .




Vulnerabilities

Groups

A [ Al (186)

# 3 VIRT (29)
Windows computers

Linux computers

e

Wireshark

Mozilla Firefox

Mozilla Firefox

Mozilla Firefox

Mozilla Firefox

Mozilla Firefox

Mozilla Firefox

Mozilla Firefox

L

[ Zoom

Zoom
Wireshark
Wireshark
Wireshark
=3

| Mot et
 Mosita Frfox
Mozt Freox
Mozt Freox
Mo Frfos
Mot Firtax
 Mocit Freox
Mot Freox

A

APPLICATION VENDOR

Zoom Video Communications,..

Zoom Video Communications,.

Zoom Video Communications...

Zoom Video Communications,..

Zoom Video Communications...

Zoom Video Communications,..

Zoom Video Communications...

The Wireshark developer com...

he Wireshark developer com..

The Wireshark developer com...

¥
n

Wireshark developer com..
he Wireshark developer com..
Mozilla Corporation
Viozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation

Mozilla Corporation

APPLICATION VER...

46.18176

46.1817

oo
(N

(-
-

o
s

o
IS

[=-]
'S

RISK S...

7:

-~

BERE8

CVE

CVE-2022-22785

CVE-2022-22786

CVE-2022-22787

CVE-2022-22788

CVE-2022-28763

CVE-2022-28766

CVE-2013-2487

CVE-2013-3561

CVE-2013-4927

CVE-2013-4929

CVE-2014-2299

CVE-2016-0718

CVE-2016-10196

CVE-2016-2804

CVE-2016-2806

CVE-2016-2807

CVE-2016-2808

CVE-2016-2809

CVE-2016-2811

m
>
o=
=

=
m

COMPUTER NAME

0
@

s
O
71
W

7]
(O
1
W

QD@ 6 &
DEVGE
e fl';-:, ~
DEIVGE

O

o
~0
oV
<

DEYGE
= = Y |'.{. ~

R EIRC R v
DEYGE

=t

CATEGORY

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

Application vulnerability

c

Application vulnerability
Application vulnerability
Application vulnerability
Application vulnerability
Application vulnerability
Application vulnerability
Application vulnerability

Application vulnerability

Application vulnerability

FIRST SEEN

€
w

June 3(

June 30

June 30

June 30

June 30

June 30, 2

022 17:01-04

A3 17.01.04

205 10104

2023 18:28:30

2023 18:28:30




Vulnerabilities

Groups

A [ A (100)
A &l Companies (0)
@ Cerberus team (0)
£ Lost & found (2)
03 TEST (95)
£ vaeMm (3)
v [T] Windows computers
\ [5] Linux computers
“ [7] Mac computers

[¥] Devices with outdated modules

Group by Application Name | ™7

SHOW SUBGROUPS

(V)

Qs

| &

® AddFiter| | ¥ T

pel APPLICATION NAME v AFFECTED DEVICES VULNERABILITIES | @
@ - | Microsoft Windows 10 Pro 3 1135
] Adobe Reader 2 1,300
1 Git 2 44
] Notepad++ 2 6
[ Wireshark 2 196
[ 7-Zip 1 8
] VLC media player 1 53
[ Mozilla Firefox 1 61

Vulnerabilities

Groups

-~ 03 Al (100)
~ &] Companies (0)
B Cerberus team (0)
(3 Lost & found (2)
[ TEST (95)
o varm (3)
~ [F] Windows computers
“ [7] Linux computers
“ [¥] Mac computers

[ Devices with outdated modules

| Group by CVE 4 A

SHOW SUBGROUPS H P (10001] Tags.

® Add Filter | ¥ 3

CVE

=~ AFFECTED DEVICES

@

CVE-2023-1017

CVE-2023-1018

CVE-2023-21554

CVE-2023-21684

CVE-2023-21685

CVE-2023-21686

CVE-2023-21688

CVE-2023-21689

CVE-2023-21690




Patch Management

Patch Management

Groups
- 3 an(o0)
v Companies (0)

[ Lost & found (2)

[ TEST (95)

3 vaPM (3)
~ Windows computers
e Linux computers
e Mac computers

Tags

Cerberus team X

APPLICATION NAME
T-Zip
Wireshark

Windows Update Agent

Notepad++
Mozilla Firefox
VLC media player
Wireshark

Mozilla Firefox

Notepad++

APPLICATION VENDOR

gor Paviov
The Wireshark developer community

K

crosoft Corporation
The Git Development Community
Notepad++ Team

Moazilla Corporation

The Wireshark developer community
Mogzilla Corporation
The Git Development Community

MNotepad+« Team

APPLICATION VERSION

(=1
[=]

10.0.19041.1682

PATCH VERSION

2201

4.0.

b
Ln

6

COMPUTER NAME

i

64-20h2
- 20h:
64-20h2

©




Patch Management : Group by Application Nam: ' HOW SUBGROUE Danm ‘

Groups APPLICATION NAME < AFFECTED DEVICES

~ [ Al(100) Git

Patch Management

v @8] Companies (0 Mozilla Firefox @® ShowD
oz I o xNOowW Levices

Notepad++ L=
Patch Management lotepad @
Wireshark

-

1-Zip
Linux computers VLC mr
Mac computers

Devices with outdated modules




PROTECT
ELITE

Parvaldibas konsole

Moderna darbstaciju
aizsardziba

Serveru aizsardziba

Makon-smilSkaste

Diska Sifreésana

E-pastu drosiba

Makonprogrammu
aizsardziba

Viss viena novérsana, noteikSana un reagésana, kas levainojamibu un

apvieno uznémuma limena XDR ar pilnigu

daudzslanu aizsardzibu

atjauninajumu parvaldiba

EDR/XDR

Multifaktoru
autentifikacija

ESET PROTECT

ESET Endpoint Security
ESET Server Security

ESET LiveGuard Advanced
ESET Full Disk Encryption
ESET Mail Security

ESET Cloud Office Security

ESET Vulnerability & Patch Management

ESET Inspect

ESET Secure Authentication



ESET PROTECT
Ecosystem

% Coming H2/2023

ESET
PROTECT HUB

3

Reseller —

Customer R

§ Integrations
& Plugins

—_—

Detection %+ Advanced
& Response 'ﬁr‘ Threat Defense

ESET LiveGuard
Advanced

UNIFIED CYBERSECURITY XDR

(D

Cloud Office
Security

><

Mail
Security

-

5 Sorices

Powered by ESET LiveSense 148

(

Professional
Services

ESET Premium Support

ESET Deployment & Upgrade

Standard Support

[

Security
Services

e

Threat
Intelligence

k‘_ -
APT Reports

ESET Managed
Detection & Response

Standard Security Support

-

Maobile Device
Security

Authentication

B

SharePoint
Security

Server
Security

%)

Vulnerability
& Patch
Management

]

Endpoint
Security

Encryption
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Technology can change the world.
Protecting technology is our world.

&

CXler

Digital Security
Progress. Protected.
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